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1. Karanoa TarpsiHa HukomnaeBHa, KaHauaaT GU3NKO-MATEMAaTUYECKUX HAYK, JOLCHT, TOIICHT
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AHHOTanus paboue mporpaMmsbl TUCIUTLTAHBI
Llenp AUCIUIIIUHBI
B pesynbrare wusyueHus aucuuiuiMHbl «OCHOBBI HH(OpPMAaLMOHHOW O0€30macHOCTU» Yy
oOyuatomuxcsi GOpMUPYIOTCS 3HAHUS 110 OOLTUM BOIpocaM WH(GOPMAIMOHHON 0€30MacHOCTH, a
TaKke 3amuTe MHQOpMaluM B MH(DOPMAMOHHBIX CHUCTEMax. B Kypce OCHOBHOE BHUMaHHE
yIeISIeTCS HW3JI0KEHHIO OOIIMX TOJOXEHUH WH(GOPMAIIMOHHONH O€30MacHOCTH M 3allHTHI
nHpopManuu, Mojaeneld 0e30NmacHOCTH, 3alIUThl HHOOpMAIMKU B WH(OOPMAITMOHHBIX CHCTEMaX,
rJ00ANBHBIX M JIOKAJIbHBIX ceTax OBM, mepcoHaIbHBIX KOMIBIOTEpax, KpUNTOrpaduuecKux
METOJIOB, aHTUBUPYCHOM 3aIUTHI.
3ama4yu TUCIUTUTHHEL:
- YCBOCHHE OCHOBHBIX MOHATHH B 007aCTH HHGOPMAIIMOHHON O€301aCHOCTH;
- OBJIQZICHWE OCHOBAMH 3amuThl HHPopManuu. OCBOCHHE MPAKTHYECKUX METOJIOB 3aIUTHI
MH(OPMALIMOHHBIX CUCTEM OpPTraHU3allNH;
- mpuobpereHue  O0yJaroIUMUCS HaBBIKOB  KBAJM(HUIMPOBAHHOW  pabOTHI ¢
KpunrorpaguueckuMHU METOIaMu 3allUThl UHPOpMAIUH;
- TOJATOTOBKAa CTYIACHTOB K TMOCIEAYyIOIIEeH 00pa3oBaTeIbHOH M IpodecCHOHaTbHON
NesITeNIbHOCTH;
- (opMupoBaHHE JOrMYECKOTO MBIIIICHUS.

PabGouass nmporpamma cocraBieHa Ha ocHoBaHuM ~DenepambHOr0  TOCYIAapCTBEHHOIO
o0Opa3oBaTenbHOro cTangapra no HampasieHuto 38.03.02 — «MeHeKMEHT.

CocraButens: /z Wnbun B.B., K.T.H., A01IeHT Kadeapsl TOProBOro jena
U MH()OPMALIMOHHBIX TEXHOJIOTUI

Pabouast mporpamMma yTBepxkacHa Ha 3aceqanuu kadeapsl Toprosoro nena u HHGOPMAIIMOHHBIX
TeXHOJIOTMN MmpOTOKOJ Ne 10 ot «31» mast 2018 .

3aB. kadeapoii /Mucapesa E.B.
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I. OPTAHU3AIIMOHHO-METOJUYECKHWA PA3IEJ

Ienv oucuunnunnt

B pesynprare wu3ydeHus JucHUIUIMHBL «OCHOBBI HMH(OPMAIMOHHOW O€30MacHOCTH» Yy
oOyJaronuxcst GOpMUPYIOTCS 3HAHUS TI0 OOITUM BoMpocaM HH(POPMAIIMOHHON 0€301MacHOCTH, a
TaKXke 3aluTe MHpopMauuu B MH()OPMAIIMOHHBIX cHUCTeMax. B Kypce OCHOBHOE BHHMMaHHE
VACIACTCS HW3JI0KEHUIO OOIMMX TOJIOKEHUH HMH(POPMAIIMOHHONW O€30MacHOCTH W 3allUThI
uHpopmanuu, Mozeneld 0e30MacHOCTH, 3alUThl HH(pOpMAMU B MH()OPMAIIMOHHBIX CHCTEMAaX,
[JI00ANBHBIX M JIOKAIbHBIX ceTsax OBM, mepcoHalbHBIX KOMIBIOTEpAX, KPUNTOTpaduyecKux
METO/I0B, aHTUBUPYCHOM 3aIllUTHI.
3aoauu oucyunIuUHbL:
- YCBOEHHME OCHOBHBIX MOHATUHN B 00J1aCTH MH(POPMALIMOHHOM 0€30MacHOCTH;
- OBJIaJICHHE OCHOBAMH 3alIUThl HHGopMaluu. OCBOCHHE MPAKTUYECKUX METO/I0B 3alllUThI
UH(POPMALMOHHBIX CHCTEM OpraHU3allHy;
- mpuoOpeTeHHue  OO0yYaOIIMMUCS HaBBIKOB  KBATM(UIIMPOBAHHOM  pabOTHI ¢
KpUNTOrpapUueCKUMH METOAAMHU 3aIlIUThl HH(POPMALINH;
- TOATOTOBKAa OOYYAIOIIMXCS K TOCIEAYIOIIe oOpa3oBaTelbHON M MPOQPECCHOHATBHON
JeSITeIbHOCTH;
- (opMupOBaHHUE JIOITMYECKOTO MBIIUICHUS.

Mecmo oOucuyunaunvr ¢ cmpykmype OIIOII BO (ocnoenoii npogeccuonanvhnoii
00pazoeamenbHoOll NPOPAMMDBL BbICULE20 0OPA306AHU)

Jucuumimmnaa «OcHOBBI MH(GOPMAIIMOHHON 0€30MaCHOCTH», OTHOCUTCS K BAapHAaTHBHOM 4YacTH
y4eOHOT0 IJIaHa U SIBJIAETCS TUCLMILIMHOM 110 BEIOODY.
O0bem IMCOMIVIMHBI M BUABI Y4eOHOI padoThl

Bcero gacos o gpopmam o0yueHus
[Toxazarenu o6beMa AUCIUILITMHBI Vexopennan
ouHas 3aounasn ¢.o. | na 6aze CIIO
unu BO

O0BeM IUCHUIUINHEL B 3a4ETHBIX €IUHUALAX 4 3ET
O0BeM TUCUMIUIMHEL B Yacax 144
KoHnTtakTHas paboTta o0y4aronumxcs ¢ mpernogaBaTeiemM 42 14,25 10,25
(KonTakT. 9acel), Bcero:
1. AynutopHas pabota (Ayn.), Bcero: 40 14 10
B TOM YHCIIE:

® JICKIUU 14 6 4

e j1a0OpaToOpHBIC 3aHATHUS

® TIPAKTHYECKUE 3aHSATHUS 26 8 6
2. KonTakTHas paboTa 1o mpoMexyTOYHOW aTTeCTallluu ) ) )
(KatT)
3. KonrakTHas paboTa 1o npomMeXyTO4HON aTTeCTalluu ) 0.25 0.25
B IIEpHOJ 9K3. ceccuu / ceccun 3a09HUKOB (KatTok) > ’
CamocrosrenbHas pabora (CP), Bcero: 102 129,75 133,75
B TOM YHCIIE:

e camoctosTenpHas pabota B cemectpe (CP) 102 126 130

® caMocCToOsTeNbHAs paboTa B IEPUOJ IK3. CECCUU 375 375

(KonTtpomn) ’ ’




Huctummaa «OcHOBBI MH(POPMAITMOHHON Oe30macHOCTH» 0a3upyeTcsl Ha BXOJTHBIX 3HAHUSX,
YMEHUSX M KOMIICTCHIUAX, ITONYYCHHBIX CTYJISHTaMH B IMPOIECCe OCBOCHHS IIKOJBHOM
nporpaMMbl  cpefHero (MOJMHOTo) oOmero oOpa3oBaHUS MO CIEAYIOIMHUM IpeIMeTaM:
«Matemarukay, «dusnka», «MTHPOpMaTHKa», a TAaKXKe MPH YCBOCHUH JUCIHUILTHH OakaitaBprara
«udopmarrionHbie TeXHOIoTuNY, «MHDOpMAIIOHHO-KOMMYHUKAITMOHHBIE TEXHOJIOTUM.

JlJiss yCHEemHOTO OCBOSHUS MUCHUIUIUHBI «OCHOBBI MH()OPMAIIMOHHOW 0€30MacHOCTHY,
CTYJCHT JIOJIXKCH:
1. 3HaTh CyIIHOCTh HH()OPMAIIMOHHBIX MPOIIECCOB M UX B3aUMOCBSI3H;
2. yMeTh MPUMCHITh MAaTEMAaTHICCKUH armapaT Py UCCIIeA0BAHUN TTPOIIECCOB;
3. yMeTb HCIOJIb30BaTh COBPEMEHHBIC TEXHUYECKUE CPECTBA U MHPOPMAIIMOHHBIE TEXHOJIOTUN

JUTSI pEIICHUST TPOOJIEMHBIX CUTYaITUH.

WN3ydyenne nucruruimabl «OCHOBBI HMH(DOPMAIMOHHOW 0€30MacHOCTH» HEOOXOAUMO s
JaTbHEHIIIETO BeIeHUs MPOGECCUOHATBHON IeATETLHOCTH.

Tpebosanusn K pe3y1omamam 0C80EHUA COOEPHCAHUA OUCYUNTUHBL

B pesynbTare OCBOEHHS AMCHUUIUIMHBI JOJDKHBI  OBITh  C()OPMHUPOBAHBI  CIIEAYIOLIME
KOMIIETEHIINH:

Buna nesitesibHOCTH: MH(POPMAITMOHHO-AHAJTUTHYECKAS

IIK-11 - BnageHWe HaBbIKAMM aHanMM3a MHQOpMAMK O (YHKIHOHUPOBAHUU CHUCTEMBI
BHYTPEHHEI0 JOKYMEHTOOOOpOTa OpraHu3ally, BeAeHUs 0a3 [JaHHBIX 10 PAa3JIMYHBIM
nokazareasiM ¥ (opMUpOoBaHMA ~ HMH(DOPMAIIMOHHOTO  OOECIEYEeHUS  YYACTHHUKOB
OpraHU3alMOHHBIX TPOEKTOB.

B pesynbrare ocBoenus komnerenuuu IK-11o0y4aromuiicss gomkeH:
3HATh: COCTABIAIOLIME BHYTPEHHETO JOKYMEHTOOOOPOTa OPraHM3ALUMU, METOABI U MPUHIIMIIBI
€ro OpraHu3aluy; COBPEMEHHBIE IPOrPaMMHBIE CPEACTBA O(PUCHOTO HA3HAUEHUSI.
YMeTb: aHaIM3UPOBATH BHEIIHIOI M BHYTPEHHIOK HHPOpPMALMIO, €€ BIHUAHUE Ha
(YHKIIMOHUPOBAHUE OPraHU3AINN;
Buanerb: HaBbIKAMH BEJCHMsS BHYTPEHHErO JOKYMEHTOOOOpOTa OpraHu3aliM; HaBbIKAMU
paboThI B COBPEMEHHBIX IPOTPAMMHBIX CPEICTBAX OPHCHOTO Ha3HAYCHUSI.

IMK-12 — ymeHue opraHu30BaTh U MOJJICPKUBATH CBS3HU C JCIOBBIMHU MApTHEPAMU, HUCIONB3YS

cucTeMbl cOopa HeoOxoammol WHOOpPMAIUK I PACIIUPEHHS BHEIIHUX CBs3edH M oOMeEHa

OTIBITOM TIPU PEATU3allii MPOEKTOB, HAPABICHHBIX HAa Pa3BUTHE OpraHu3anuu (MPeampUsITUS,

opraHa rocy1apCTBEHHOT0 UM MYHUIIUTIATBHOTO YIIPABJICHHUS).

B pesynbrare ocBoenust komnereHuuu 11K-12 obyuatommuiicst 1oyKeH:

1. 3HaTh: MeToabl cOopa HeoOXoauMoOW MHGOPMAIUU IS PACIIMPEHUs] BHEUTHUX CBSA3EH U
00OMEHa OTIBITOM NPH pearTu3aiy MPOeKT.

2. 'YMeTb: OpraHu30BaTh U MMOJAJIEPKUBATH CBSA3H C JICJIOBBIMH ITapTHEPAMHU.

3. Buaaaernb: MeTogamu oOMEHa OMBITOM NP PeaIN3aluH MPOECKTOB, HAIIPABJICHHBIX HA
pa3BUTHE OpraHU3aluy (IPEAIPUATHS, OpraHa rocy1apCTBEHHOIO WM MYHUIIUIIAIBHOTO
yIpaBJICHU)

Dopmbl KOHMPONA
Texywuil u pybedxicHvlli KOHMPOIb OCYIIECTBISIETCS JIEKTOPOM M IpernojaBaTeeM, BeIyIuM
nabopaTopHbIe 3aHATHUS, B COOTBETCTBUU C TEMATUYECKUM ILIAHOM.

HpOM@.?fC)/WIOLlHa}l ammecmayu:l 6 f cemecmpe — 3a9€T.

Pe3ynbraThl TEKymIEro KOHTPOJS M IMPOMEXKYTOYHOM aTTecTanud  (OPMHUPYIOT
PEUTHHTOBYIO OILIGHKY paboThl cryneHTa. Pacrpenenenue O6amuioB mnpu  (GopMHUpOBaHUH



PEUTHHTOBOW OLIEHKU PabOThl CTYAEHTA OCYHIECTBISETCS B COOTBETCTBUM ¢ «[lomokeHueMm o
PEHUTHHTOBOM CHCTEME OIIEHKH YCIIEBAEMOCTH M KauecTBa 3HAHUW CTYJICHTOB B (henepaibHOM
TOCYyJapCTBEHHOM  OIO/DKETHOM  00pa30BaTENbHOM — YUPEXKJIEHHUH BBICHIETO 00pa3oBaHUS
«Poccwmiickuii s3xoHOMHYeckui yHuBepcuTeT uMmeHu I'.B. [lnexanoBay. Pacnpenenenue 6amios
[0 OT/AEIBHBIM BUAaM palboOT B MPOLECCe OCBOCHUS TUCHMIUIMHBI «OCHOBBI MHPOPMALMOHHOM
0€30MacHOCTHY OCYIIECTBIIIETCS B COOTBETCTBHHM ¢ pasaenom VIII.



II. COAEP KAHUE JUCHUAITIMHBI

U ONNCaHMe NOKAa3aTesled N KPUTepHeB OlleHMBAHUS KOMIIETEHIUI HA PAa3JIMYHbIX 3Tanax ux opMupoBaHus B Npoiecce 0CBOCHUS
o0pa3oBaTe/IbHOM MPOrpamMMbl

Ne | HaumeHoBaHue Conepxanue ®opmupyemsbie | PesynpTarel ocBoeHMs (3HaTh, yMeTh, | OOpazoBaTeabHbIE
n/m | pa3zaena KOMIETEHIIMH | BJIAJETh, IOHUMATD) TEXHOJIOTHUHI
JUCUUIUIAHBI (TEMBI)
1. OO6mme cBeneHns o | HarmmonanbHble UHTEPECHI u | IIK-12 3HaThL: Jlexmun,
3aIuTe 0e301acHOCTb. OcHOBHBIE yrpossl | [TK-11 — OCHOBHBI€ TTOHATHUSA U ONIPEIECTICHUS MPaAKTUYECKUE
uHpopMauu 6e3onacHoctu Poccun. Mapopmannonnas UH(POPMALIMOHHOM 0€30MacHOCTH; 3aHSTHS, J€0Bas
0e301acHOCTb. KuzneHHo Ba)KHBIE — BUJIbI HHGOPMAIINH, KITACCU(PUKAITHIO urpa,
UHTEpechl B MH(OpMAIMOHHOW cdepe u yrpo3 HHPOPMALMOHHOH 0€301MaCHOCTH. | CAaMOCTOSITETIbHAS
yrpo3bsl uM. WMubopmarmoHHass BoOiHA. YMeTb: pabora c
Wndpopmanmnonnoe opyxue. IIpuHIHUIE, — aHAJIM3UPOBATH TUIILI ATaK U YIPO3 JIUTEPATypOH,
OCHOBHBIC 3a/1auun " byHKIMA nH(pOpMaIMOHHOM 0€30MacCHOCTH; KOHCYJIbTAIIH
o0ecrieyeHus MH(pOPMAIIMOHHOH — (GopMynHpoOBaTH COOTBETCTBYIOIIHE npenoaaBarenei,
0€30MMacHOCTH. OYHKIIT TpeOOBaHUS K CUCTEMAaM 3alllUThI MUCBMEHHOE
roCyJapCTBEHHOM CHCTEMBI o uHpOpMaLIUH. JIOMaIllHee
o0ecrneveHuo nH(OPMAMOHHON Bnaners: 3aaHue
6e3omacHocTH.  OTBETCTBEHHOCTh  3a — 0a30BBIMU HaBBIKAMH ITOCTPOCHUS U
HapylIeHUe 3aKOHOJIaTeNLCTBA B YIIPaBJICHUS CUCTEM 3alUTHI
nHpopManoHHOM cdepe. nHpopmanuu;
XapakTepucTuku HH(popManuu. YTrpo3sl — HaBBIKAMH OTPA)KEHUS TUIIOBBIX aTaK
3alIUIIEHHOCTH HMH(pOpMaUU. 3auura Ha UH(POPMAIOHHBIE CUCTEMBI.
uHpOpMaLIUH. 3anaun 3aIIUTHI
uHpopmanuu. OCHOBHBIE TMPEAMETHBIE
HalpaBJIeHUsl  3alIUTHl  WH(OPMAIHH.
[Tpumepsr Croco0oB 3aIUTHI
uHpopmanuu. Crangaptel B 001acTu
3aImUTHl THGOPMAITIH.
2. | 3ammura [Tpeamer u 00BEKTEI s3amuTel | [1IK-12 3HATh: Jlexuu,
uHpOopMaIu B | uHpopmaumu B WC.  Hagpexnocts | [IK-11 — OCHOBHBIE TIOHSATHS ¥ KOHIIENLIHH IIPAKTUYECKUE
WH(pOpPMaITMOHHBIX nHpopmaruu. YsI3BUMOCTh WH(OpMAITUH. 3aHATHS,

COBPCMCHHBIX TEXHOJIOTUI 3allIUThI




cHCTeMax OneMeHTHl UM 00BeKkTHl 3anuTel B HC. UH(POPMALIUHK; WHIUBUyAIbHOE
Hecrabunusupyromue  axtopsr  MC. — OCHOBHBIE METOJIBI CO3IAHMS JIOMaIlHEe
[IpyumHBl  HapylleHUs  LEJIOCTHOCTH 3aJaHue,
CUCTEM 3alIUThl THPOPMALIUH.
uHpopManun (ITHII). Kananer VaeTh: CaMOCTOATENIbHAS
HECaHKIIMOHUPOBAHHOTO HOJIyYEHUS ' pabota C
unQopMaLmH B UC (KHTIN). — AHATM3UPOBATH NPHYMHBI HAPYIICHUS | yyreparypoit
[IpenHamepeHHbIe YIpO3bl 0€30MMaCHOCTH LIEIOCTHOCTH MH(OpMALHH; 3a7aHue
NC. @yHkmuum U 3a1a4d  3allUThI — CBOEBPEMEHHO OOHApYKUBATh
uH(opManuu.  MeTomsl M cpencTsa HECAHKIIMOHUPOBAHHBIE IEHCTBUSI
3alUTHl  UHPOPMALIUH. Hoz[TBepvnc;[eHHe OTB30BATEIICH.
IO IJTMHHOCTH I10JIB30BaTENeH u
Bnaners:
pasrpaHuyeHue ux J0cTymna K 5
KOMITHIOTEPHBIM  pecypcam.  KOHTpors — 0a30BBIMU METOJIaMH UJICHTU(DUKALUU
Jocrtyna K ammaparype. Mcnonb3oBaHue 1 yCTaHOBIICHUA IIOJTTMHHOCTH
IIPOCTOTO apoJs. Hcnonp3oBanne CyOBEKTOB 1 OOBEKTOB.;
AUHAMHUYCCKU U3MCHSIOMICTOCA IapOoJIs. — HaBbIKaMH KOHTPOJISI
Merost HICHTHQHUKAIINH H UH()OPMAIIMOHHON IIEIOCTHOCTH.
YCTAHOBJICHHSI TIOJUIMHHOCTH CYOBEKTOB U
00bekTOB. CBOEBpEMEHHOE OOHApYKEHUE
HECAaHKLIMOHUPOBAHHBIX JIeUCTBUM
monp3oBareneii. OOmme cBemeHUs O
KOHTpPOJIE uH(POPMAIMOHHON
LIEJIOCTHOCTH.
Kpunrorpaduueckue | Metoas kpunrorpaduueckoro | [TK-12 3HATD: Jlexuum,
METOBI 3aIlUTHI | TpeoOpa3oBaHus JNaHHbIX. OinekTpoHHas | [TK-11 - OCHOBBI KPUIITOrpaduy; IPaKTUYECKHE
uHpOopMauu udposast HOJIIUCH. [Ipobnemsl - poccHiiCKHe I aMepHKAHCKHE 3aHSATHS,
caJIn3alun METOZIOB WMHIVBUAYAJIBHOE
P H . A CTaHJAPThI NIITU(POBAHUS. JUBHILY
kpunrorpadpuueckorr 3ammrel B HC. JIOMaIlHEe
YMeTh: - nepenaBarhb
XapakTepUCTUKA  KPUNTOTpapUuecKux 3aJaHue,
CPEJCTB 3aIIUTHI. KOHQUICHIMATbHYIO CaMOCTOSITENIbHAS
UH(POPMALIMIO IO OTKPBITHIM KaHaJIaM; pabota c
- IOJIb30BaThCA MUPPOM OJHOPA30BOTO | IUTEPATYPOi
OJIOKHOTA. 3aJlaHnE




Braners:
- IPOTOKOJIAMU AJIEKTPOHHOM MOIIUCH.

OcobenHoctu Cranpmaptbl uHpopMmarmonnon | [IK-12 3HaTh Jlexuun,
3aIUThI O0ezomacHocTu.  3ammura B cpemax | [TK-11 - BCTPOCHHBIE CPECTBA 00ECTICUCHHS CaMOCTOATENIbHAS
unpopmanuu B [IK. | Windows. Knaccudukanus 6e30TaCHOCTH; pabota } C
KOMIIBIOTEPHBIX BHpYycoB. CpenctBa - APXHTEKTYDY CHCTEMBI Ge30MACHOCTH JUTEpPaTypOH,
crocoOb! 3amuThl uHpopmanuu. Kanamsr WHIUBUTyaJIbHOE
OTIEPAI[MOHHBIX CUCTEM .
U TIPUYMHBI YyTEUKU NHGOpMAIUH. JIOMaIlHee
Ymerts:
3a/1aHue,
- HCTIOJIb30BaTh UHCTPYMEHTAJIbHbBIE KOHCYJTBTAIIHA
CpeICTBA 3aUTHl HHPOPMAIUH. npernoaBareneii
Bnaners:
- 0a30BBIMH HaBBIKAMH PAOOTHI
aJIMHHHCTPATOPOM OE€30MaCHOCTH
KOMIIBIOTEPHBIX CUCTEM.
[Ipo6nemsr 3ammtsl | Llenmn, ¢yakmun wu  3agaum  3anutel | [1IK-12 3HaTh: - CHENUAIN3UPOBAHHbIE Jlexiun,
uHdopmauu B | uHpopmanuu B cerax OBM. Ilonsatue | I1K-11 alnapaTHoO- IPOrPAMMHBIE CHCTEMEL NPaKTUYECKHE
cetax OBM CEpPBHCOB 0€30MacHOCTH. 3aIATHI GE30MACHOCTH 3aHATHS,
MexnyHapoaHblie CTaHI[apTI:E X.800 m VMeTh: - OpHEHTHPOBATHCS B CHCTEMAX CaMOCTOSITEIILHAS
X.509. Meronpl 1MdPOBON TOANHCH 5 K pabora c
JIaHHBIX, NlepefaBaeMbIX B ceTd. lIpumep C30MACHOCTH «RPHITOLCHTP, JIUTEPaTypOH,
CHCTEMEL 3AIIHTHI TIOKAILHOM «Kpunrony, «Bepbay, «Kpunro-IIpo» u pacyeTHo-
BBIYMCIIUTENIBHON  ceTH.  MexkceTreBble Ap. AHAJIUTUYECKOE
’Kpanel — Opannmayspel  (FireWall). Bnaners 3a/laHue,
IIpokcu (Proxy) cepsepsl - 0a30BBIMH HaBBIKAMH PaOOTHI KOHCYJIbTAallNN
MpEIoaaBaTesnein

AJIMHHHCTPATOPOM KOMITBIOTEPHBIX
cucTeM 0€30ITaCHOCTH.




III. OBPA3OBATEJIBHBIE TEXHOJIOI' MU

B mnpouecce ocBoenust aucuuriuHbl «OCHOBBI MH(OPMALMOHHONW 0€30MacHOCTU» MCIONb3YIOTCS
clieyIonme o0pa3oBaTeIbHbIE TEXHOIOTHHU:
1. CtanaapTHbie MeTObI 00yYeHUs:

® JICKIINU;

® [PAaKTUYECKHE 3aHATHS, HA KOTOPHIX OOCYKIAIOTCS OCHOBHBIE MH(OPMAIIMOHHBIE TEXHOJIOTUU
00paboTKM WH(POPMALIMU, OCBEIIEHHBIE B JIEKUUAX M CHOPMYIUPOBAHHBIE B JOMAIIHUX
3a/laHUsX;
nabopaTopHbIe PabOTHI,
MMCbMEHHBIE WM YCTHBIE IOMAIlIHUE 3aJaHuS;
pacyeTHO-aHAIUTUYECKUE, pacueTHO-TpaduuecKue 3a1aHus;
KOHCYJIbTAIIMH MTPETIo1aBaTeliei;
camocTosITeNbHasl paboTa CTYJAEHTOB, B KOTOPYIO BXOJIUT OCBOEHHE TEOPETUUECKOr0 MaTepuarna,
MOJrOTOBKA K TMPAaKTUYECKUM/Ta0OpPaTOPHBIM 3aHATHSAM, BBIOJHEHHE YKAa3aHHBIX BBIIIE
MMACbMEHHBIX/YCTHBIX 3aJlaHui, paboTa ¢ JIUTepaTypoil.

2. Metoabl 00y4eHusi ¢ IpMMEeHeHHeM HHTEePAKTHUBHBIX (opM 00pa3oBaTeIbHBIX TEXHOJIOTHIl:
® KOMIIBIOTEPHBIE CUMYJISLINN;
® JICIIOBBIE UTPHI.

IV. YHEBHO-METOANYECKOE, TH®OOPMAIIMOHHOE "
MATEPUAJ/IBHO-TEXHUYECKOE OBECIIEYHEHHUE JUCIUIIJINHbI

Pekomendyeman numepamypa

OcHoBHas1 InTepaTypa

1. MenbaukoB B. I1. Undopmarnmonnas 6e3omacHOCTh W 3amuTa HHGOpMauM : y4ed. mocobdue
JUI CTYH. Y4pexIeHud Bwicul. mpod. obpazoBanus / B. I1. Mensuukos, C. A. Kneiimenos, A. M.
[lerpakoB ; mox. pen. C. A. KiueitmenoBa. — 6-¢ usn., crep. — M.: HM3nmarenbCckuil LEHTp
«Axamemus», 2012. — 336 c.

2.  Mamok A. A. Beeaenue B nHDOpMaIMOHHYIO 0€30MacHOCTh: Y4eOHOoe mocoOue isi BY30B /
A.A. Manok, B.1. Kopones, B.M. ®omuues; [lox pen. B.C. T'op6aros. - M.: ['op. munus-Tenekom,
2011. - 288 c.

HopmaTuBHO-ipaBoBbIe JOKYMEHTbI:

l. Koncrurynus Poccuiickoii @eneparuu (0CHOBHOH 3aKOH).

2. ®denepanbHblil 3aK0H «O0 nHDOpMaIMOHHOM Oe30mmacHoCcT» OT 15.12.2005 Nel64.

3. Oenepanbhblii 3akoH «O0 uHpOpManuu u uHopMaTuzammm» ot 17.03.2006 Ne263 c
n3MeHeHuaMU U nomoiHeHus My ot 03.11.2007 Ne 345.

4. Oenepanbubiii 3akoH Ne 149 ot 27 wurona 2006 r. «O6 undopmaiu, MHPOPMALUOHHBIX

TCXHOJIOTHUAX U O 3allUTC I/IH(l)OpMaHI/II/I».

JlonotHUTEIbHAS JTUTEpPaTypa:
1. Mapreika T. JI. Uapopmannonnas GezomacHocts: YueOHoe mocooue/Ilapteika T. JI., ITomos
. U., 5-e u3n., nepepad. u mon. - M.: ®opym, HUL] UTHDOPA-M, 2016. - 432 c.
2. Ianerun B. @. MadopmarmonHas 0e30MacHOCTh KOMIIBIOTEPHBIX CHCTEM M ceTel: YueOHoe
nocobue / B.®. Hlanprun. - M.: U] POPYM: HULl UHDPA-M, 2014. - 416 c.
3. TI'pummna H. B. Undopmanmonnas Ge3omnacHOCTh npennpusatus: YuyeOHoe mocobue / H.B.
I'pummna. - 2-e u3g., nom. - M.: ®opym: HULL MH®PA-M, 2015. - 240 c.



4. bapanoBa E. K. Huadpopmanmonnass ©Oe3omacHOCTh © 3amuTa uHopmanuu: YdeOHOE
nocobue/bapanosa E. K., babam A. B., 3-e uzn. - M.: UL PUOP, HUI[ UH®PA-M, 2016. -
322 c.

5. TI'pummna H. B. MHdopmanmonnas Oe3onacHOCTh mpeanpusatus : yueb. mocobue / H.B.
['pummna. — 2-e u3z., gon. — M. : ®OPYM : UH®PA-M, 2017. — 239 c.

6. bapanona E. K. Undpopmannonnas 0e3omacHOCTb U 3amuTa HHGopManuu: YuedHoe nmocodue.
/ bapanosa E.K., babam A.B. — 3-¢ uza., nepepa6. u gorn. — M.: PUOP: UHOPA-M, 2017.
—322c.

7. bapuc K. 3ammura oT XakepoB OecnpoBOJHBIX ceTed [DnexkTpoHHBIM pecypc| / Kpucruan
bapuc, Toun boyrc, Honansa Jloia u ap.; nep. ¢ anri. A. B. Cemenosa. - M.: Komnanus
AinTu; [IMK Ilpecc, 2015. - 480 c.

Ilepeuens pecypcos unghopmayuonno-menekommynukayuonnoi cemu "Unmepuem',
Heo0X00uMblx 0711 0C80EHUA OUCUUNTIUHBL (MOOYA)

1. Study Stuff. HMHuTenneKTyaJbHbIE MHGOPMAIIMOHHBIE CHCTEMBI
http://studystuff.ru/articles/prezentaczii-intellektualnyie-informaczionnyie-sistemyi.html

BankoBckue nH(OOPMAIIMOHHEIE CHCTEMBI — WWW.bis.ru

Junacodpt — www.diasoft.ru

HuBepcusg — www.inversion.ru

HMHOK — www.inec.ru

IIporpambank — www.programbank.ru

IIpo-nuBecT-UT — www.pro-invest.com/it

http://www.citforum.ru

. http://www.habarov.da.ru

Ilepeuens UHDOPpMAUUOHHBIX ~ MEXHON02Ul, UCROIB3YEeMbIX  HPU ocywecmeneHuu
obpazoeamenvHo20 npouecca no OuUCHUNnIUHe (MOO0YJI0), 6KIIOUAA HepeueHb NPOZPAMMHOZO0
obecneuenus

00N U AW

IIporpamMmmHuoe o0ecnieyeHue:

Omnepammonnas cuctema Microsoft Windows 7, Ilaker mpukimaguaeix mporpamm Microsoft Office:
2010, Visual Studio 2017-2019 community, Acrobat Reader DC, 7-Zip, Notepad ++, I'padpuueckmii
penaktop GIMP, Inkscape, Onexktponusiii crnpaBounuk 2GiS, CnpaBounas I[IpaBoBasi cucrema
«KoHcynbTaHT mmoc DKcnepT», DNeKTpoHHBIN crnpaBouHuk "Cucrema [apant", Bpaysep: Google
Chrome, Mozilla Firefox, MS Internet Explorer, AutuBupycHas nporpamma Windows defender,
AnTuBHupycHas nporpamma 360 Total Security.

Ilepeuenv yueono-memoouueckozo obecneuenus 0na camocmoameabHol padomsl 00yuarOuuxcs
no oucyuniune

Tema 1. O01me cBegeHus 0 3amMTe UHGOPMALUHN

Jlureparypa: O-1; O-2; J1-1; 1-3..

Bomnpocel 11 caMONIpoOBepKH:

Tuns! aTak ¥ yrpo3. AKTUBHBIE U TACCUBHBIE TPOTUBHUKH.

Kanans! yreukn unpopmanuu.

Cranpaptsl HHQOPMAIIMOHHON 0€30IaCHOCTH.

OcHOBHBIE METOIBI OOecTIeueHNsT THPOPMAITMOHHOHN 0€30MaCHOCTH.

[TpuHIMIIBI TOCTPOEHUS 3AIIUILEHHBIX CHCTEM.

[TpuHLIMTIBL, OCHOBHBIE 337]aul U (PYHKIIMK oOecrieueHHst HH(OPMAIIMOHHON 0€30MacHOCTH.
DYHKIIUA TOCYIApCTBEHHONW CHCTEMBI IO OOECIEUYCHHIO MH(POPMAIMOHHON O€30MacHOCTH.
OTBETCTBEHHOCTH 3a HAapyLIEHHE 3aKOHOIATENILCTBA B MH(POPMALIMOHHOI cepe.

8. XapakTtepuctuku nH(pOpMaIUu.

ok W~
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9. VYrpo3bl 3aUUIIICHHOCTH WHPOPMAIIHH.
3aaHus 1J151 CAMOCTOATEIbHON padoThI:
1. Bo16op 3¢ peKTUBHBIX CPENICTB 3aAIIHUTHI.
2. Tunonorusi KOMIBIOTEPHBIX BUPYCOB.
3. AxTHBHUpYCHOE IIporpammHoe odecriedenue. O030p U aHaIuU3.
4. DxoHOMHYECKas OI[eHKa MH(OPMAIIMOHHON 0€30MacHOCTH

Cpeocmea anmueupycnoil 3augumot uHpopmayuu

3ananue 1.
1. Haiitu B UHTEepHETE MeTOMBI MPO(DUIAKTUKUA OT 3apaKeHUsI BUPYyCaMH KOMITbIOTEpA,
MPU3HAKY 3apaXKEHUs U ACHCTBUS MOJIH30BATENS IPU HATMYUU TPU3HAKOB 3aPasKECHHUSI.
2. 3aiiTi Ha calT www.kaspersky.ru. I3yunTh MOHATHSI 1 TEPMUHOJIOTHIO, UCIIOIh3YEMBIC
B aHTUBUPYCHBIX MIPOTpaMMax.
3anoJHUTh TAOIHITY:

Jlabopatopust Kacniepckoro

Knuentsr

[TpoayxThl

3ammra OT CJIEeIYIOIUX BUJOB Yrpo3:
3anura TUIOB YCTPOMCTB:
O6c¢yxuBaHue (CepBHC)

Kaspersky Internet Security 2010

ITonnepxxuaembie OC
ArnmapaTtHbie TpeOOBaHUS
CopepxaHue JaHHOTO IPOJYKTa
HoBunku npoaykra
JIONOJTHUTEIbHBIE BOZMOXKHOCTH

3aganue 2.
3anoyHUTh TaOJIUILY CBEIECHUSIMH 00 aHTUBUPYCHBIX NPOrpaMMax.
TexHuuyeckue XapakTepuCTHKHA AVP Dr.Web

NMPOrpamMMbl
[Mognepxusaembie OC
Monutop. Ckanep
PeBusop
DBPUCTUYECKUN aHAIN3ATOP
IIpoBepka apXHUBOB
[IpoBepka 3IeKTPOHHON MOYTHI

Jlokaansr:
1.AynuTt cucteM U CKaHMPOBAHUE YS3BUMOCTEM.
2.Pa3nnuHble apXUTEKTYPhI C IPUMEHEHUEM MEXCETEBBIX KPaHOB.

Tema 2. 3amura naHpopmanun B HHGOPMALMOHHBIX CHCTEMAX

Jlureparypa: O-1; O-2; 1A-1; 1-2; A-3-7.

Bonpocsl 11 camonpoBepKu:

OCHOBHBIE aTaKH U Yrpo3bl HHPOPMALIMOHHBIM CUCTEMAM.
ITomuTHkK 6€30IaCHOCTH.

MO,Z[G.HB CHUCTCEMBI 3allIUTHI.

Dranbl IPOSKTHPOBAHUS CUCTEMBI 0€30TTaCHOCTH.
3aganus 1J151 CAMOCTOATENIbHOM padoThI:

13
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1.CereBble aTaku.
2.1lenTpanuzoBannsie DoS-ataku u DDoS-araku.
Joxknaapl:
1. MogenupoBaHue U IPOSKTUPOBAHNE CUCTEM 3aIUThHI HH()OPMAIIUH.

Tema 3. Kpunrorpadpuueckue MmeToabl 3alIUThl HHPOPMALIUH.

Jlureparypa: O-1; O-2; 1-1; -2, A-3-7.
Bomnpocs! 11 caMmonpoBepKu:

1. OcHoBbI KpunTOrpaduu.

2. Ilepenaua xoH(puICHIMATHHON HH(OPMAIIMH IO OTKPHITHIM KaHanaM. CUMMETpUYHBIE
KPUIITOCHCTEMBI.

3. TlotokoBsie 1 G10YHBIC MIHU(PHI.

4. Kpunrorpapuuecknue reHepaTopsl ICeBI0CTYYalHbIX nocneaoBatensHocteil. ludp
OJIHOPA30BOT0 OJIOKHOTA.

5. IIpOTOKOJIBI 371EKTPOHHON MOAIHUCH.
3aganus 1J151 CAMOCTOATENbHOM padoThI:

Kpunrorpadus. OCHOBHBIC TOHATHS U BUABI KPUOTOIpaUUIECKUX aITOPUTMOB.

HanexuocTs KpunTorpadhuueckoro aaroput™a 1 Jo0oBasi aTaka.

CHUMMETpHUYHBIE KPUIITOAITOPUTMBI.

KpunroanropuTmsl ¢ OTKPBITHIM KITFOUOM.

Anroputm RSA.

Mudp Lezaps.

AN e

Hlugp Iezapa.

[lenb paGoThl: OCBOMTH TEXHOJOTHIO MUGPOBaHUSA U JAemHppoBaHUs HHPOPMALIMKH B CPEJe
Excel ¢ ucnons3zoBanuem mudpa Llesaps.

ugp Llezaps sBiseTcs YaCTHBIM CilydaeM MIMQpa MpocToi 3aMeHbl (0JHOAT(PaBUTHOM
nojcraHoBku). CBoe HazBaHHME STOT MIM(P MOJYyYWI MO UMEHH pUMCKoro ummepartopa [as FOmus
Le3apst, KOTOPBII UCIIOIB30BAI 3TOT HIM(P MPH MEPENUCKE.

[Ipn mmdpoBaHuM MCXOTHOTO TEKCTa Kaxkaas OykBa 3amMeHseTCsS Apyrod OyKBOW TOTO XKe
andaBuTa MO CIEAyIOIIEMY NpaBWIy. 3aMmeHsomas OykBa ompefensercs IMyTeM CMEUICHUs IO
andaBUTy K KOHITY OT MCXOHOM OyKBHI Ha k OykB. [Ipu nocTmwkeHnn KoHIa anaBuTa BHITOTHAETCS
UKIMYECKHH Mepexo ] K ero Havauy.

Hampumep: mycth A — UCTIONB3yeMBIi alihaBuT:

A={al, a2,...,am,...,aN},
rae al, a2,...,am,...,aN — cumBoJbI andasuta; N mupuHa andasBuTa.

ITycts k — uymcno mo3mnmii ciBura cuMBOJIOB andasuta npu muppoBanuu, 0<k<N. Ilpu
mUPPOBaHUU KaXKIbI CUMBOJI alaBUTa C HOMEPOM M U3 KOAMPYEMOIO TEKCTa 3aMEHsIeTCS Ha
CUMBOJ 3TOro e aindasura ¢ HomMepom m+k. Ecim m+k>N, HOMep cumBoma B andasure A
onpenensercs kak m+k-N.

Jnst nemmpoBaHUs TEKCTOBOM MHPOPMALIMU HOMEP MO3UIIMU CUMBOJIA BOCCTAHABIMBAEMOTO
Tekcta omnpenensercs kak m-k. Ecin m-k<0, To BbhIUMClIEHHE 3TOr0 HOMEpa MPOU3BOAUTCS KaK m-
k+N.

JIOCTOMHCTBOM 3TOW CHCTEMBI SIBJISIETCS MpocToTa ImmdpoBanus u pemudpoBanus. K
HeJlocTaTKaM cucteMsl Llesaps criexyeTr OTHeCTH:

- MOJICTAaHOBKH, BBIMIOJIHAEMbIE B COOTBETCTBHM ¢ cucTteMoil Lle3aps, HEe MacKHUPYIOT 4acTOT
HOSIBJICHUSI PA3JIMYHBIX OYKB UCXOIHOTO U OTPHITOIO TEKCTA;

- coxpansieTcs andaBUTHBIN MOPSIIOK B MOCIEA0BATEIHHOCTH 3aMEHSIOIINX OYKB;
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- MpU UBMEHEHWW 3HadeHHWsT Kk W3MEHSIOTCS TOJIBKO HA4yallbHBIE T[MO3MIIMA TaKOH
MOCJIeIOBATEIBHOCTH;

- YUCJIO BO3MOKHBIX KIIrouei k Maio;

- mmdp Lle3aps 1erko BCKPhIBACTCS HA OCHOBE aHAJIM3a YacTOT MOSBJICHUS OYKB B mHQpeE.

3aganue 1.
3ammdpoBath TEKCT ¢ momouibio mudpa Llesaps.
ITopsAIOK BBINONHEHUSA 3aJaHUS
1. Boiitu B cpeny Excel. Co3mare HOBBIM JOKYMEHT, NEpPEHTH Ha BTOPOM JIUCT 3TOrO
nokymeHTa. Haunnas ¢ staetiku A1 1o A40 HaGpath andaBuT, Kak mokazaHo Ha pucyHke 20.
lﬂ nmp Llezapa

Wnpp Llesapa

!
|

- B > L E| |AB[CIDE_F [ 6 |
; = 1] [an Konwa Lesape:"Mpuwen, yergen, nobegun!”
3 2
4 13| a0 42
ol 4 °
Izl | 5 |
8 |A 64 1 11 183 3
190 g I 2A 8 13E 3E
11| 18] 3M 18 230 SEO
12 .0 19| 4 3| 8|A |3EOA
13 |E 110] 510 39 4 3EOA
L : 11| 6N 20 25P B3EQAP
ETE 12| 7MW 17 22H 3EOAPH
17 |1 13| 8M 18 230 2EOAPHO
%E 14| 9 3 8A 3EOAPHOA
20 (11 115] 10, 31 36 bl 3EOAPHOAbI
121 M 16| 11E 13 18 M 3EOQAPHOALIN

14| <« » [ ver1 S mer2 4 fners /£ WD DN Swmer S mer2 / nera /

Puc. 20 Mudp Le3aps

Boeinenuts Bech nuamazoH andaBuTa M HazHauuTh emy ums “ABC” (depe3 KOHTEKCTHOE
MEHIO).

2. Ha mepBoM mmcTe AOKyMeHTa B sideiike Bl HaOpaTh TEKCT, KOTOpPBI HEOOXOIUMO
samm@poBarb, Hanpumep: [ait FOmmii Llesaps:”Tlpumien, yBunen, nodeaun!” Ilpu Habope Tekcrta
HE00XO0IMMO HCI0JIb30BATh TOJIBKO T€ CUMBOJIbI, KOTOPBIE BXOAT B ali(haBUT.

3. B sueiike B3 3anucare ¢opmyny «=IIPOIIMUCH(B1)», ¢pynkuus ITPOITMCH nepeBonut
OYKBEHHbBIE CUMBOJIBI B CTPOKE B IPOIMHUCHBIE OYKBBI.

4. B sueiike D3 3amucare ¢dopmyny «=JICTP(B3)», ¢dynxmus JJICTP mno3somser
OTIpEACTUTh ATUHY CTPOKH, YTO HEOOXOAMMO MOJIB30BATENIO, ISl KOJUPOBKH UCXOTHOM CTPOKH.

5. B stueiiky D4 3anucath 3HaueHue k, Hampumep, 5.

6. B cTonbiie A, HaumHas ¢ sueiku A6, MPOHYMEPOBATh SYCHKN YUCIAMH TIOCIIEIOBATEIHFHOTO
psana ot 1 o N, rae N — 4uCii0o CUMBOJIOB B TEKCTE, BKJIFOYAst TPOOEIIHI.

N paccuntano B sueiike D3.

7. B sueiiky B6, 3anucats Gopmyny “=IICTP(B$3;A6;1)”, koropast pa3uenser KOIUPYEMbIii
TEKCT Ha OTJeIbHbIC CUMBOJIBI. CKOTTUPOBATh ATy hopmyny B siueiiku B7- B47.

8. B sueiiky C6 3amucate Gopmyny “=I[IOMCKIIO3(B6;ABC;0)”. ®ynknus [TONCKIIO3
MIPOM3BOIUT MOUCK MHAEKca (HoMepa Mmo3ulini) cuMBoia B MaccuBe ABC, koTopslii ObUT onpeneneH
Ha nucte 2. CkonupoBath coaepkumoe stueiiku Co6 B sueiiku C7, C8....

9. IlonyuuB HOMep cumBoOia B anpasute ABC, nmpousBectu ciABUT Hymepanuu andaBuTa JUis
KOJIMPYeMOW  TOCJIEIOBATEIbHOCTH  CUMBOJIOB. B sueiiky D6  3ammcareb  dopmyiy:
“=ECJIM(ITONCKIIO3(B6;ABC;0)+$D$4>36;[10MCKIIO3(B6;ABC;0)+$D$4-

36;IIOUCKIIO3(B6;ABC;0)+$D§4)”. (1)

Ora popmyrna IpOU3BOIUT CABUT HOMEPOB CUMBOJIOB ayipaBuTa Ha BeMMUMHY k U onpeaenseT
HoMep 3ameHnsitomero cumBosia u3 andasuta ABC. Comepxkumoe D6 ckomupoBarh B 00J1acTh
D7,D8....
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10. Boibpats cumBoisl U3 andasuta ABC B cooTBeTCTBUM ¢ HOBBIMH HOMepaMu. B siueliky E6
3anucath (opmyny “=MHJIEKC(ABC;D6)”. CkonupoBaTh coaepkumoe sueiiku E6 B 00iacth
E7,ES....

11. s moy4eHus: CTPOKM 3aKOAMPOBAHHOTO TEKCTa HEOOXOoauMoO B siueiiky F6 3ammcath
“=E6”, B aueiiky F7 coorBeTcTBeHHO — “=F6&E7”. Jlanee ckonupoBaTh conepxumoe siueiku F7, B
ob6macte F8,F9.... B mocnenneii sueiike FN nmpouunTaTh 3ammdpoBaHHbBIN TEKCT.

12. JIns mpoBepku ImUGPOBaHHUS MPOM3BECTH JeMM(POBaHUE MOJYYEHHOTO TEKCTa U
CPaBHUTH €ro ¢ UCXOAHbIM. Ha TpeTbeM sucTe BBHINOJHUTH JemnppoBaHUE aHAIOTUYHO MyHKTaM 2-
11 3amanmsa. Ilpu sTOM HEOOXOAMMO YydYecTb cJexylolue OCOOEHHOCTH: B M. 2 HaOpaTh
3amm@poOBaHHBINA TEKCT; B 1. 9 B siueiiky D6 3amucats dopmyny: =ECJIM(ITOMCKIIO3(B6;ABC;0)-
$D$4<0;ITIONCKIIO3(B6;ABC;0)-

$D$4+40;ITOUCKIIO3(B6;ABC;0)-$D$4). (2)

[TonyuyeHue UCXOAHOIO TEKCTAa B UTOTOBOM sAuelKe F TpeTbell CTpaHULbI CBUIETEILCTBYET O
KOPPEKTHOM BBITIOJIHEHUH 33JaHUSI.

A'B C D E F ! DIE F G | H |
3EOA PHOABIMMEXABBSXH] 33| 17 M TAN KON LIE3APD:"MPMLLEN, YBA
134 12 4 TAA O LIE3APL:"TIPULLIEN, ¥YBIA

3EOA| 42 135 13 E A 0NN LIE3APD: TIPVILEN, YBIOE

5 136 20N AN KONV LIE3APD: TIPVLLEN, YBIOEN

137 2, ANV LIE3APD: TIPULLEN, YBIOEN,

13 16 11T T 138 3 TAVIONMV LIE3APD: TIPWLLEN, YBIOEN,
JE 13 8A A 139 241 TAN KONV LIE3APD: TIPULLE, YBAEN, M
30 23 1811 A/ 140 230 AV 10NN LIE3APD: TIPULLEN, YBIAEN, NC
4A 8 3 AU 141 96 TAAIOMMA LE3APD: TIPVLLEN, YBIAEN, NC
5 [ 4l 39110 TAGIO 42| 13 E TAVIONVA LESAPL "TIPULLEN, YBIATER, NC
5P 1251 20N [FAGT1ON 143 12 4 TAA KON LIE3APD: TIPVLLEN, YBIOEN, NG

7H 22 17U TAAOMM 44| 17 U I'Al{1 POJ'IVII{I LLESAbe::I_IPMLUEJ'I, ¥YBWAEN, MNC
80 23 181 A ONAA 145 2011 FAI{1 POJ'IVIICI LE3APB"MPALLEN, YBWAEN, NC
46 61 TAA I LESAPL:"MPWLLEN, YBMAEN, NC

9A 8 3 TAAIONMA e
101l 36| 3111 [TAH MV LL 47| 5" [rAFond LE3APS "MPVLEN, YBIAEN, NC

= < < 48
16 111 18 13 E TAAKIWMM UB 7
R R ATl EE) vers A0 0 M et/ mer2 Y mer3 /

Puc. 21 Pesynbrar mmdposanus (mmdp Liesaps)

alrlninlD oo~ o o w | =

Onekmpounan yughposas noonuce

[{enb pabOThI: U3YYUTH OCHOBBI Pa0OTHI C MporpaMMHbBIM cpeacTBoM DT Ha ocHOBE MpOrpaMMBI
Pretty Good Privacy (PGP).

B Poccum umeroTcs HOPMATHBHO-TIPABOBBIE AKThI, OTPAHUYMBAIOIINAE HKCILTYyaTALMIO
HEJHUIICH3UPOBAHHBIX MPOTPAMMHEIX CPEJCTB, OCHOBAaHHBIX Ha KpunTorpaduu. B cBsizu ¢ 3TuM
MPAaBOBOM PEXUM NPaKTHUYECKOW 3KciuryaTauuu mnporpammbl PGP Ha tepputopum Poccuu B
HacTosIIee BpeMsi He ompeseleH. B gaHHOM ciydae peub MAET TOJIBKO 00 ee MCIOJIb30BaHUH B
KadecTBe Hanbosiee TOCTyIMTHOW YI4eOHOW MOJICITH.

3ananme 1.
Co3aanue kiaroueii B cucreme PGP

OTO W TNOCIEAYIOIIME YNPAXHEHUs MPEAINoJaraloT, 4YTO Ha KOMIIBIOTEPE YCTaHOBJIEHA
nporpamMMa PGP, aBTomaTnuecku crapTyroas pH 3ayCcKe ONepaliOHHON CUCTEMBI.

1. Ienxaute Ha 3Hauke PGPtray Ha maHenu WHIMKAITUU MTPABOM KHOIIKOW MBIIIN U BHIOEPUTE B
KoHTekcTHOM MeHIo yHKT PGPkeys. Otkpoercst okHo ciayxkeOHoro cpeactsa PGPKkeys.

2. lllenkaute Ha kHOMKe Generate new keypair (CreHepupoBaTh HOBYIO Tapy KIIHOYEH).
[Tpousoiinet 3amyck Macrtepa renepanuu kiaoueii (Key Generation Wizard). [llenkaure Ha
kHomke Jlanee.

3. Beeaute cBoe nosHoe ums B nose Full name (IlonHoe mMsA) m cBOMl azpec 3M€KTPOHHON
nmoutsl B tosie Email address (Aapec snexktponHoii nmoutsl). [l{enxkaute Ha kHOTKE Jlasiee.
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4. VYcranoBure nepexmodarens Diffie-Hellman/DSS. Dto Gonee coBpeMEHHBIN anropuTm
reHepanuu napsl kirouen. llenxkuure Ha kHonKe JlaJiee.

5. Ycranosute nepekiodarens 2048 bits (2048 6ut), onpenensronuii uHY Kiroda. [{enxkanurte
Ha kHomke [lamee. (Ilo Hage)XHOCTH KIIOYW TAaKOW JJIMHBI COOTBETCTBYET NpUMepHO 128-
OUTHOMY KITIOUY JJISI CAMMETPHYHOTO MU(POBAHUS. )

6. Jlna naHHOro ymnpakHEHHMsl ycTaHOBUTE mepekitodarens Key pair never expires (Ilapa
KIIIOUel neicTByeT 6eccpouno). Ha mpakTuke pekoMeHayeTcs 3aaBaTh OTpaHUYEHHBIN CPOK
nevicteus kmodel. [lenkaure Ha kHOTKE [astee.

7. JiBaxapl BBEAUTE MPOU3BOJIbHYIO MapobHYyI0 (ppa3y (Passphrase) B COOTBETCTBYIOIIHE TOJIS.
Tak kak B JaHHOM Cllydyae peajabHasi CEKPETHOCTh HE CYIIECTBEHHA, MOXHO COPOCHTH
¢aaxoxk Hide Typing (CkpbiTh BBOA), 4TOOBI BBOJAMMBIA TEKCT OTOOpa)kayicsi Ha JKpaHe.
Pexomennyercsi, uToObI mapoibHas (pasza JEerko 3alOMHHANIAch, HO MPH 3TOM COJEpKaia
npo0enbl, OYKBBI pa3HOTO PETHCTpa, MUQPHI, CleHATbHBIE CUMBOJIBI. KadecTBO (TpymHOCTH
noadopa) KIo4YeBoi (paszbl oToOpakaeTcs ¢ momoulbio uHAukKaropa Passphrase Quality
(KagecTtBo kimrodeBoit ppasnr). Y 100HO MCIIONB30BATh KaKylHO-HUOY/Ib H3BECTHYIO IUTATY WU
MOCJIOBUIY Ha PYCCKOM S3bIK€, HO BBOJUTH €€ B JAaTUHCKOM peructpe. I[locie Toro kak
naposibHas ppasa BBe/leHa ABaXK/bL, IETKHUTE Ha KHoTKe [asee.

8. IIpocMoTpuTe 3a mpoleccoM I'e€Hepaluy Hapbl KIOYeW, YTO MOXKET 3aHATh /10 HECKOIbKHUX
MunyT. [locnme mosiBnenuss coodbmenust Complete (I'oToBo) mienkHuTe Ha KHOmNKe Jlasiee.
3areM MOXET MOTPeOOBATHCS €Ile HECKOIbKO INeTYKOB Ha KHomkax Jlanee u, B KOHILE,
I'oToBO, YTOOBI 3aBEpIINTH CO3[aHME KIIIOYel (MyOMuKaluio KIIlo4ya Ha CepBepe BBIMOJIHATDH
HE CJIeyeT).

9. Tlocmotpute, Kak OTOOpa)kaeTCs TOJIBKO 4YTO co3laHHbIA Kiaou B cnucke Keys (Kmroum).
Y6enurech, 4TO 3TOT KIFOY aBTOMATHUYECKU TMOIMHMCHIBAETCS €ro CO3/aTeieM, KOTOPBIH, Kak
npeanoaraeTcs, abCONIOTHO JT0BEpsIET caMomy ceoe.

10. IllenkHUTE Ha KIIHOYE MPaBOW KHOMKON MBIIIU U BHIOEPUTE B KOHTEKCTHOM MeHIO MyHKT Key
Properties (CpoiicTBa xirova). Yoeaurech, uto ycraHosieH (uaxok Implicit Trust (ITosnoe
JIOBEpHE), YKa3bIBAIOIINN, YTO Bl JIOBEPSIETE BIAJCNbIy JaHHOTO KII04Ya, TO €CTh CAMOMY
cebe.

B sTOoM ympakHEHWM MBI HAyYWIHCh CO3[IaBaTh Mapy KIIIOYEH, HUCIOJIb3YEeMbIX ISl HECUM-
MeTpudHOoro mudpoanus B cucteme PGP. Mbl Takke MO3HAKOMHUJIUCH C MEXaHHU3MOM JOBEpHSI,
HCIIOJIE3YEMBIM JUISI TOATBEPKACHUS MTOATUHHOCTH KITFOUCH.

3aganue 2.

Ilepenaua orkpsiToro kiaw4ya PGP koppecnnongentam

1. Illenxkaute Ha 3Hauke PGPtray Ha maHenu WHIUKAIIMU MMPABOM KHOIKOM MBIIIN U BIOEPUTE B
KOHTeKcTHOM MeHIo MyHKT PGPkeys. OTkpoetcst okHo ciryxe6HOrO cpenctsa PGPkeys.

2. BriGepute B cmmcke KIIIOY, KOTOPBIM IUIAHUPYETCS TepelaTh KOPPECIOHIEHTY, W JaiTe
xomanay Edit » Copy (IIpaska P Konuposarts).

3. 3amycTutre HCHOJIb3YEMYIO IO YMOJIYAHHUIO MPOrpamMMy 3JIEKTPOHHOW MouThl. Jlajiee mbl
OyzxeM mpennonarars, 4to 310 nporpamma Outlook Express (ITyck P IIporpammsr B Outlook
Express).

4. Ilenkuute Ha kHomke Co31aTh co00IIeHHe. B OKHE CO3JaHMS HOBOIO COOOILIECHMSI BBEIUTE
YCJIOBHBIA aJpec KOPPECMOHACHTa, TeMY cooOmeHus (Hampumep, Mol OTKPBITBIN KITIOY) U
MPOU3BOJBHBINA TEKCT COOOIIECHUS, OOBSICHSIONINIA €r0 Ha3HAYCHHE.

5. TlomectuTe Kypcop B KOHEIl COOOIICHHS W IIEIKHUTE Ha KHONKe BcraBUTH Ha maHenn
WHCTPYMEHTOB. YOeIuTech, 4TO B TEKCT COOOIIEHUs ObUT BCTaBJICH CHMBOJIBHBINA OJIOK,
OTHUCHIBAIONINN OTKPBITHIN KiTtou. CoxpaHuTte coobieHne (OTIpaBiATh €ro HE 0053aTENIbHO).

6. IIpoBepbTe, MOXHO JIM TEPEHECTH KIKOY B COOOLICHHE DJEKTPOHHOH MOYTHl METOJOM
NepeTacKUBaHMUSL.

7. Temnepp NPEANONOKHUM, YTO TOJBKO YTO CO3/JaHHOE COOOIIECHHE Ha CaMOM Jelie ObLIO
MOJIYYEHO MO 3JIEKTpOHHOHM mouTe. [lopsAnok AEHCTBHII B 3TOM Cilydyae OY€Hb MOXO0X Ha TOT,
KOTOPBII UCIOB30BAJICS JIJIS OTIPABKHU KITHOYa.

8. Bwigenure TEKCT KiI0OYa, BKIIIOYAs CHEHATbHbIE CTPOKH, OMMCHIBAIOIINE €T0 HaYallo U KOHEIL.
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10.
1.

12.

13.

14.

15.

CxonupyiiTe kito4 B Oydep oOMeHa ¢ momombio komOuHanuu kiapuim CTRLAC.
[epexmounrtecs Ha mporpammy PGPkeys.

Haxxmute komOunanuto kimapum CTRLAV. B oTkpeIBIIEMCS 1MATOTOBOM OKHE IICJIIKHUTE HA
kHomnke Select All (BriOpath Bce), a 3atem Ha kHonke Import (MmmoptupoBaTs).

B camom oxkHe PGPKkeys BBl mocie 3TOro HUKAKuX HM3MEHEHUH HE OOHApyXHUTE, TaK Kak
COOTBETCTBYIOIIMI KITIOU YK€ XPAHUTCS HA JTAHHOM KOMITbIOTEpE.

Ha camowm nene, nepechuiaTh KJIIOYHU 10 JIEKTPOHHOU MOYTE HE BIOJHE KOPPEKTHO, TaK KakK B
TaKOM Clly4ae KOPPECIOHJEHT UMEET €CTECTBEHHOE MPABO HAa COMHEHHUE: JEHCTBUTEIBHO JIHU
KIIIOY MOCTynuia OoT Bac. Kirou MOKHO coxpaHuTh B (aiije W mepenarb KOPPECHOHIEHTY
JUYHO, TIPH BCTpPEUE.

UtoOBl AKCIOPTHPOBATH KJIto4u B (haids, BeIOepuTe ero m gaiite komanay Keys P Export
(Knroun > DKkcmopTHpOBATH).

Breibepute katamor m ykaxutre ums Qaina. lllenkaute Ha KHONMKe COXpPAHHUTB, YTOOBI
3ammcarh K04 B TEKCTOBBIN (aii.

B sToM ympakHEHHH MBI HAy4YWJIUCh NEpeIaBaTh OTKPBIThIEC Kitoun cucteMbl PGP cBouM Kop-

PECIIOHJIEHTaM, a TaKKe IMOJydYaTh KIIOYM Uil paciiM(pOBKH MOCTYMAIOMIMX COOOMIECHHH. MBI
y3HAJIM, YTO KJIFOY MOKET MEepPEeAaBaThCs MO 3JICKTPOHHOHW MOYTE WM, YTO MPEIIOUYTHTEIbHEE, TIPU
JUYHOU BcTpeue. MBI Takke BBIICHHIM, YTO KJIIOY, (PAKTUYECKH, MPEACTABIsET COOOW JITMHHYIO
MOCJIEIOBATEILHOCTh aJI(PaBUTHO-IIU(POBBIX CHUMBOJIOB.

N —

o

9.

10.

3ananue 3.

Ilepenaya 3amMIIEHHBIX M MOANMUCAHHBIX COO0IEHU ¢ MOMOIIbIO cucTeMbl PGP
3amyctute nporpammy Outlook Express (Ilyck P ITporpammsr > Outlook Express).
[llenkanTe Ha KHOnKe Co3aaTh coobmeHue. B OokHE cO3/1aHMS HOBOTO COOOIICHUS BBEIHUTE
azpec DIEKTPOHHOM IIOYTHI, MCIIOJIIB30BAHHBIN IIPU CO3JAAHUM IIapbl KIIOYEH, B KayecTBE
ajZipeca OTIPABUTENS, a TAK)KE IPOU3BOJIbHBIE TEMY U TEKCT COOOIICHHUS.

Hlenkuure Ha 3Hauke PGPtray Ha naHenu MHIMKAIIMY MPABOW KHOIKOM MBIIIN U BBIOEpUTE B
koHTeKCTHOM MeHI0 MyHKT PGPKeys. Otkpoercsi okHO cimyxkeOHoro cpenctBa PGPkeys.
Breioupure Gurrent Windows, nanee Sign (Ilonmucats). B oTKpbIBIIEMCS AMATOTOBOM OKHE
BBEIUTE MApObHYIO (pasy, 3aJlaHHYIO MPU CO3/IaHUM KJIIOUeH, U menkHuTe Ha kHonke OK.
OOpatuTe BHUMaHUE Ha JOOABIICHHBIE CIYy>KEOHBIC CTPOKH M JIEKTPOHHYIO MOJIKUCH B BUJC
MOCIIE0BATEIHLHOCTH CUMBOJIOB, HE UMEIONIEeH BUINMOM 3aKOHOMEPHOCTH.

Brigenute Bech TekCT cooOiieHus v Haxkmure komOuHanuio knaBum CTRLAC. Illenxkaute
MpaBoOil KHOMKOW MbIKM Ha 3Hauke PGPtray Ha maHenn wHauKanuu W BBIOGPUTE B
KOHTeKCTHOM MeHIo komanay Clipboard » Decrypt & Verify (bydep obmena P
PacmmmdpoBate u nmpoBepuTh). B OTKpHIBIIEMCS THAIOTOBOM OKHE OOpaTWTE BHUMAaHUE Ha
coobmenue *** PGP Signature Status: good, yka3siBaroiiee Ha ETOCTHOCTh COOOIIECHUS.
OTkpoiiTe 3TO COOOIIEeHNEe, BHECUTE TIPOU3BOJIbHBIE (OOIbIINE MIIH HEOOJbITNE) U3MEHEHHUS B
TEKCT COOOIICHHS WK B CaMmy MOJIHUCH, MOCIE YETr0 BHIMOJIHUTE MOBTOPHYIO MPOBEPKY, KaK
omucaHo B 1. 6. Yoeautech, uto mporpamma PGP oOGHapykuna HapylieHHE LETOCTHOCTH
COOOLICHHUS.

Co3saliTe HOBOE COOOIIEHHE.

[enkuure Ha 3Hauke PGPtray Ha nmaHenu MHIUKAIIMK TPABOI KHOMKOM MBIIIN U BEIOEpHUTE B
koHTeKCTHOM MeHI0 NyHKT PGPKeys. Otkpoercs okHo ciyxkeOHoro cpenctBa PGPkeys.
Bribupure Gurrent Windows, nanee Encrypt & Sign (3ammudpoBaTs 1 noamnucars).
CronupyiTe TEKCT 3amu@poOBaHHOTO cooOmeHus B Oydep oOMEHa W BBHIOJHUTE €ro
pacundpoBky. [lo 3ampocy BBeaute mnaponbHyl0 ¢pasy. YOeaurech, U4TO NMPH 3TOM Kak
OTOOpa)kaeTcsl TEKCT MCXOJHOTO COOOIICHMs, TaK M BbIAACTCS HWHGOPMAIUS O €ro
LIEJIOCTHOCTH.

[enxkauTe Ha kHOTIKE Copy to Clipboard (Komuposats B Oydep oOMeHa), 4TOOBI TOMECTUTh
pacuugpoBaHHbI TeKCT B Oydep oOMeHa.

BcraBbre pacmm@poBaHHBI TEKCT B JI0OOM TEKCTOBOM PENAKTOPE M COXPAaHUTE €ro Kak
daiin.
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B sToM ympa)kHEeHMH MBI HAy4YWINCh CO3[1aBaTh COOOIIEHHUS, CHA0XXEHHbIE 3JIEKTPOHHOM

U (POBON MOJMMCHIO, @ TAKXKE 3alIU(pPOBAHHBIC COOOILICHHS.

3aganue 4.
IIu¢gpoBanue TaHHBIX HA ’KECTKOM JHCKe NPH noMouu cucrembl PGP
Cucrema PGP MoxeT Takke HCIIONB30BaThCS IS 3AIIUINEHHOTO XpaHeHHs ¢GalaoB Ha

xKecTkoM aucke. s mudpoBanus u paciiudpoBKU (PaidIoB MOTYT HCIIONIB30BAThCS pa3IMYHbIC
MEXaHU3MB.

1.

11.

12.

13.

14.
15.

16.
17.

C nomompto TekcroBoro mnponeccopa WordPad cozpaiite mpou3BOIbHBIA JTOKYMEHT H
COXpaHHUTE €ro moja nuMeHeM pgp-test.doc. MoXHO Takke CKONMPOBATH MOJ 3TUM HMEHEM
KaKoH-T00 U3 yKe CYIIECTBYIOMUX (HailIoB TOKyMEHTOB.

OTtkpoiiTe 3TOT nokyMeHT B nporpamme WordPad u naiite komanny IlpaBka » BbiaeauTs
Bce. Haxxmute komOunanuto knasum CTRLAC.

[[lenkHMTE TPaBO¥ KHOMKOW MBIITK Ha 3HauKe PGPtray Ha manenu wHIMKAIMU U BHIOEPUTE B
KoHTeKcTHOM MeHIo komaHay Clipboard » Encrypt & Sign (bypep obmena P>
3amm$poBaTh U MOTUCATH).

B oTkpbiBIIEMCS 11MaTO0rOBOM OKHE MEpETAIUTE CO3JaHHBIA BaMU K04 B criucok Recipients
(ITomyuarenu) u menkaute Ha kHOTKe OK.

BBenute maponpHyo ¢pasy, UCHOIB3YEMYIO JUIS AJIEKTPOHHOM IOANUCH, W IIEIKHUTE Ha
kHonke OK.

Bepuaurecy B mporpammy WordPad, naxvure xnasumty DELETE u nanee koMOMHaIuio
CTRL+V. Coxpanute AOKyMEHT noa HMeHeM pgp-test-clp.doc. 3akpoiite mnporpammy
WordPad.

JIroObM criocoOoM 3amyctute nporpamMmy [IpoBOJHHMK W OTKPOWTE Mamnky, B KOTOPOU JICHKHUT
daiin pgp-test.doc.

[[lenkHUTE TpaBOM KHOMKOW MBI Ha 3HA4Ke (Qaiia W BhIOEpUTE B KOHTEKCTHOM MEHIO
komanay PGP P Encrypt & Sign (PGP P 3ammdposars u noanucars). Jlanee neicTyiite
B COOTBETCTBUU C MII. 4-5.

Y6enutech, uTo B nanke nosiBuiCs ¢aiin pgp-test.doc.pgp.

. Tenteps pacmmudpyem co3nanubie daitnpl. 3amyctute nporpammy WordPad u oTkpoiite daiin

pgp-test-clp.doc.

[[lenkHMTE TPaBO¥ KHOMKOW MBIITK Ha 3HauKe PGPtray Ha manenu wHIMKAIIMW U BHIOEPUTE B
KOHTeKCTHOM MeHio komaHay Current Window P Decrypt & Verify (Tekymee okHo P
PacmudpoBats 1 IpoBEpUTH ).

Beenute naponbnyto ¢pa3y u menkaure Ha kaonke OK.

B otkpriBmiemcst quanoroBom okHe Text Viewer (IIpocMoTp TekcTa) MIETKHUTE HAa KHOIKE
Copy to Clipboard (Cxonuposats B Oydep oOmeHa).

BcrasbTe TekeT B okHO miporpammbel WordPad u coxpanuTe mosrydeHHbIH (aii.

Otkpoiite nmporpammy IIpoBoguuk u passinure ¢aitn pgp-test.doc.pgp. JBaxbl METKHUTE
Ha ero 3HaukKe.

Beenute naponbnyto ¢pa3y u menkaure Ha kHonke OK.

Tak kak opuruHan ¢aiina He ObUT YHUYTOXKEH, IporpaMma MpeIokKUT yKazaTh, MO KaKUM
UMEHEM CIIeyeT COXPAaHUTh (aiin. BBenuTe 3T0 UM 110 CBOEMY YCMOTPEHHIO.

Mpbl Hay4YUJIUCh OTHPABIATH (ailyibl Ha 3alIMIIEHHOE XpaHEHHEe, HUQPYs UX MPU MOMOLIU

nporpaMMbl PGP. MblI BBISICHWIIN, YTO JJI1 TEKCTOBBIX JAaHHBIX 3Ty ONEPALMI0 MOKHO NMPUMEHSTH
HETIOCPEACTBEHHO B TEKYIIEM OKHE pPeIaKkTopa WM K JaHHBIM, HaXomsumMmcs B Oydepe oOMeHa.
Jnis mpou3BOJIBHBIX (DalijIOB BBITOJHUTH MK(POBAHHE MOXKHO uYepe3 KOHTEKCTHOE MEHI0. MBI
TaK)Ke y3HaIIM, KaK pacmu@poBeIBaTh 3ammppoBaHHbIC (ailyibl, HCTIONB3Ys pPa3HBIC CITOCOOHI.

Joxknaapl:

1. Poccuiickuii u amepukanckuii cranfaptsl mugposanus ('OCT, DES, AES).
2. Acummerpuueckue kpuntocuctemsl (RSA, El Gamal).
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Tema 4. Ocobennoctu 3amuTs HHGopmaruu B [1K

Jlureparypa: O-1; O-2; 1-1; 1-2; A-3-7.
Bomnpocsl 1u1s caMonpoBepKu
1. Bcrpoennslie cpencTBa obecrieueHus: 6€30MacHOCTH pacpOCTPaHEHHBIX
OTIEPAI[MOHHBIX CUCTEM U CEPBEPOB PA3IUYHBIX CETEBBIX MPOTOKOJIOB.
ApPXHUTEKTYypa CUCTEMBbI OE30MACHOCTH OMEPALIMOHHBIX CHCTEM.
3. JlokanbHbII aIMHUHUACTPATOP O€30MACHOCTH, LIEHTP ayTeHTU(UKALIUH, UCTIETIEP
YUYETHBIX 3aMuCeil, MOHUTOP 0€30MacHOCTH.
4. MexaHu3M KOHTPOJISL JOCTYMA.

5. Cucrema aynura.
3agaHus 17151 CAMOCTOSITEILHON padoThI

1. besomacHocts cepBepoB SMB, RAS, IIS...

2. 3amuiieHHble ceTeBbie mpoTokousl (SSL, TSL, IPsec u ap.).

3. IlporpamMMHO-TEXHHYECKOM Mepbl. Poip M MecTO NpOrpaMMHO-TEXHUYECKUX MEp B
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.

4. ApxuTekTypHas 6€30MacHOCTb.

Tema S. [IpoGaemsbl 3anmuTel nHGOpMauK B ceTsix IBM

Jlureparypa O-1; O-2; A-1; A-2; 1-3-7.

Bonpocsl 11 caMonpoBepKHU

1. becema mo crnenMaTU3WPOBAHHBIM AaNMapaTHO-IPOrPaMMHBIM  CHCTEMaM  3allUThl
0€30IacCHOCTH.

2. Cuctemsl 6e3omacHoctu «KpunromeHtpy, «Kpunrony, «Bepbay, «Kpumro-ITpo» u ap.

3agaHus 17151 CAMOCTOSITEILHON PadoThI

1. 3amwura napopManuu B UHGOPMAIIMOHHBIX CHCTEMAX.

2. Wnentudukanus u ayTeHTHPHUKAIINA.

3. DKpaHUpOBaHUE, AaHAJIU3 3AIIUIIEHHOCTH.

Measiccemegnie IKpamvl

[{enb paboThl: AHaNHM3 BO3MOXHOCTEH MEXCETEBBIX IKPAHOB.
3aganue 1.
Hcronb3ys MOMCKOBBIE CHCTEMBI, MPOAHAIN3UPOBATh MHPOPMAIMIO O MEXKCETEBBIX JKpaHax,
Hanpumep, FireWall — 1, Agnitum Outpost Firewall, ZoneAlarm Anti-Spyware, Comodo Firewall
Pro.

IlokaszaTenu Bbpanamayap 1 Bpanamayap 2

HazBanme

[IpousBoguTens

Haznauenwne
[Tonnepxusaembie OC
KroueBple BO3BMOXKHOCTH
[Tonnep:xmuBaembie TPOTOKOJIBI
Tun CUCTEMBI (mporpamMMHBIH,
MIPOrpaMMHO-anapaTHbIN )
Craructrdeckasi GUIbTparus
Jlunamuueckas GunbTpanus
[IpokcupoBanue
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Ilpozpammno — annapammusie cpeocmea 3augumot om HC/]

Lenp pabGoTel: AHaTWM3 BO3MOXKHOCTEH IPOrPaMMHO-AINIAPATHBIX CPEACTB 3allUThI OT
HECaHKIIMOHUPOBAHHOTO AOCTyNa K MH(OpMAIIH.

3aganue 1.

[Ipoananu3upoBaTh BOZMOKHOCTH M OCHOBHBIC XapaKTEPUCTHKU MPOrPaMMHO — almapaTHBIX
cpencte «C3U HCJI Axkxkopa-AMJ/I3» u «IICK3U IINIIKA» na caiite http://www.accord.ru.
CocTaBuTh OTYET, COJIEPKALIMM KPAaTKUE CBEJEHUS O JAHHBIX IIPOIYKTaX.

3aganue 2.

B cetu IHTEpHET C MOMOIIBIO CPECTB MOUCKA WIH 110 aJpecaM, YKa3aHHbBIX IIPEII01aBaTEIIEM,
HAWTH ¥ MPOAHATU3UPOBATH HH(OPMALINIO O TPOrPaMMHO-AINIAPATHBIX CPEICTBAX, 00ECIIEUYNBAIOIINX
3alIUTY OT HECAHKIIMOHUPOBAHHOT'O IOCTYIA K MH(POPMALIUU:

1. [IporpamMmHoO-anmapaTHbId KOMILIEKC «AKKOPI»
2. [IporpammHo-anmnapaTHasi cucTeMa 3aiuThl «Secret-Nety
3. [IporpammHo-anmnapartHas cucrema «Kpunron-Beroy,
3anoaHUTh Ta0IHITY:
XapaKTEpUCTUKUA CUCTEMBI «Axxkopa» | «Secret-Net» «Kpunron-

Beto»

[Mognepxusaembie OC

MowmeHnT 3arpy3ku cuctemsl (H-p, nepen OC)
brokupoBka Qu3nveckix KaHaJIoB
Pasrpannuenue  goctyma K pecypcam
CHCTEMBI

Wnentudukanus/ ayreHTuGuKanys

Benenue sxypHana coObITHI

KoHTponb 1[ENOCTHOCTH  ammapaTHbIX |
MIPOTPAMMHBIX CPEJICTB

[ToacucTembl (KOMIIOHEHTHI)

OcobenHoctu

Mamepuanvno-mexuuueckoe obecneuenue OucyunIunsl (pazoenos)

JlucuunianHa oOecIieueHa:

— y4eOHOW ayauTOopuel sl TPOBEIACHUS 3aHATUN JIGKIIMOHHOTO THIMA, OO0OpYIOBaHHOM
MYyJIbTUMEAUHHBIMU CPEJCTBAMH O0YUYCHHUS ISl IEMOHCTPAIIUH JICKIHI-TIPE3ESHTAIIHH,

— y4eOHOM aynuTOpWell M TIPOBEACHHUS 3aHATHM CEMHHAPCKOTO THma (CEeMHUHApHI,
MPAKTUYECKHUE 3aHATH) ISl TPYIIOBBIX U MHAUBHAYAIbHBIX KOHCYJIbTAIUN, TIPOMEKYTOUHOM
aTTecTalluy, OO0OpYAOBaHHOW y4yeOHOW MeOenbl0 M TEeXHWYECKMMHU CpeACTBaMH O0ydeHus,
CILy’KallluMU AJIs IpeJICTaBIeHHs yueOHOM nH(pOpMAaLUK CTyIeHTaM;

— TIOMEUIECHUSMHU JUIsl CaMOCTOSITENIbHON pabOThI, OCHAIIEHHON KOMITBIOTEPHOW TEXHUKOH C
BO3MOXXHOCTBIO TOJKIIOYeHHS] K ceTu «VHTepHeT» u 00eCHmedYeHHON MOCTYIoM B
3JIEKTPOHHYIO HHPOPMAIIMOHHO-00pazoBarenbHyto cpeny UHcTutyTa.
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V. TEMATUYECKHWMH IIVIAH U3YUEHUS JUCHUILIAHBI

(Cooepotcanue oucyuniaunvl, CmpyKmypupoeanHoe no memam (pazoenam) ¢ yKazanuem 4acoe u

U006 3aHAMUIL)
(ounasa gpopma obyuenusn)

KonTakTHbIE Yachl CamoctosenbHas
padora
AyAMTOpPHbBIE Yachl Konr. Konr.
4achl Yqackel 110 DopMbI
Ne HaumeHoBaHue B TOM Huc.e o MIPOMEREY TeKy?uero/
n/n pasaesioB U TeM MHTEPAKTHE- npome i py0Oe:xHOro
Jlabopa- TIpakTu- HbIE arrecran
p p Beero KYTOU _— (hopmBI 4acel KOHTPOJISt
Jlexuuu| TOpHBIE YEeCcKue a HOI
paboTsl 3aHATHUS YA aTTecT Hepnoa
opmbl | Hackl anuu oK
(KaTT) CECCHUHu
(Karmk)
O6mne
JInr.,
CBEICHMS O aHaAIN3
1. & 2 2 4 naousug.| 20
3aIUTe sanamme U, Tect
nH(OpMAITAN ’
3ammra Jlur., sammTa
uHbOpPMAIUH B MOTO-
2. $op 4 6 10 4 8 20 | nnmmsun
nH(OPMAITHOH TOBKa K -
HBIX CHCTEMax TecTaM ’
YCTHBIN
Kpunrorpadu Jur., otpoc,
YEeCKHe IL.3., MPOBEPK
3. METO/IbI 4 6 10 4 MOJTOT. 20 a
3aITUTHI K MMHICHM. IO
nH(pOpMAITAN TecTaM M.3aJIaHu
s
VcTHbIN
Oco0OeHHOCTH onpoc,
3aIUThI Komw. Jlut 3aIlmTa
4. 2 6 8 cumyn | 2 " 20
HHPOPMALIH B f— KOMIL3. HHIUBH]I.
TIK 3aJIaHus,
TECT
VcTHbIi
[pob6membr OIIDOC
3aIUTEI Komm. Tur SaHI.:[)I/IT;.
5. nH(pOpMaIUU B 2 6 8 cumyn | 2 " 22
cersix OBM J— KOMIL3. WHIUBUI.
3aJlaHus,
TECT
Hroro: 14 26 40 12 2 102
Bcero no
14 26 40 2 102 3a4er
JUCIHILTHHE

COKpaH_[eHI/IH, HCIOJIb3YCMBIC B TemaTuueckoM ILIaHE HU3YUCHUSA JUCHUIIIINHBI:

Ne i/m Coxkpamenne Bun pa6orsl
1. Jlut Pabota c nutepaTypoit
2. I1.3. BrinonHenue nucbMEHHOM JOMaIIHel paboTh
3. AN Jlenosast urpa
4. .. NHTepakTrBHAS JIEKIHS




VI. ®OH/] OLIEHOYHBIX CPEJCTB

OrneHOYHBIC CPEICTBA MO TUCHUIUIMHE pa3paboTaHbl B COOTBETCTBHM C [lomokeHuem o (ouze
onieHo4HbIX cpenictB B PI'BOY BO «POY uwm. I'.B.I1nexanosay.

DoHO OUeHOUYHBIX cPeOCmE XpaHumca Ha Kageope mopeo6ozo oena u UHPOPMAUUOHHBIX
mexHono2uil.

Nk =

6.1. Ilepeyenp KOMIETEHUMH ¢ YKa3aHHWeM 3TanoB HX (POPMHPOBAHUS B Ipolecce
OCBOCHHS 00pa30BaTeJIbHOI NporpaMMel (cM. Tabauny pasaena II)

6.2. Onucanne mokasaresieil M KpUTepHeB OLECHUBAHHUS KOMIIETEHUHI HA Pa3jIMYHbIX
Tanax ux GopMUpoOBaHMS, ONMCAHNE IIKAJ OUeHUBaHUSA (cM. Tadauny pasaena Il u
pasaea VIII)

6.3. TunoBbie KOHTPOJIbHBbIE 32]aHUSI UJIM UHbIE MATEPHUAJIbl, HEOOXOAMMbIE VISl OLIEHKH
3HAHMii, yMEHHI, HABBIKOB U (WJIN) ONBITA JAeATEJIbHOCTH, XaPAKTEePHU3YIOIIUX 3TANbI
(¢GopMupoBaHusi KOMIIETEeHUMIA B Mpollecce 0CBOEHHUS 00pa30BaTeILHON MPOrPaMMbl

e TemaTnka KypcoBbIX padoT
CornacHo y4yeOHOMY IIJIaHy, BBINOJIHEHHE KypcoBOM paboThl mo maucnuiuimHe «OCHOBBI
nH(OPMAIMOHHON 0€30MaCHOCTHY HE MPEAYCMOTPEHO.

e Bomnpocsl K 3a4ery:

Jlars orpeiesieHre MOHATHs «H(DOPMALIMOHHAS OE30MACHOCTHY M OCHOBHBIX €€ COCTARIISTIOLX.

OcHoBHBIE TOJIOKEHUS «J[oOKTpHHBI MHPOpMaIIMOHHOHN O6e30macHoCcTH Poccumy.

Cratbu Koncruryium PO, otHOCsAIMECs K mpolieme nH(POpMAIMOHHON 6e301acHOCTH.

3akonbl PO, nmeronue oTHOIIEHHE K TPoOIeMe KOMITbIOTEPHOM 0€30MMacHOCTH.

UYro Takoe «OpaHxeBa KHUTa»?

Pa3BepHyTOE€ OlpenesieHne MOHATHS «ITOJIMTHKA 0€30I1aCHOCTI.

Ilepeuncnuth BO3MOXKHBIE OpPraHU3ALMOHHBIE MEPONPHSTHS, IOBBIMIAIOIINE YPOBEHb

KOMITHIOTEPHOM 0€301MacHOCTH.

8.
9.
10
11

12.
13.
14.
15.
16.

17.
18.
19.
20.
21.
22.
23.
24.
25.

26.
27.
28.

Lenu rocymapcTBa B o0nacTu obecreueHuss HHPOpMaMOHHONW O€30MaCHOCTH.

OcHoBHBIE HOpMaTHUBHBIC aKThl PD, CBA3aHHBIE C MPABOBOM 3aIIUTON WH(OPMAITHH.
. Buasl KOMIIBIOTEPHBIX IIPECTYIIICHUN.
. 4.Coco6bl 1 MEXaHU3MBbI COBEpILIEHUS HHPOPMAITMOHHBIX KOMITBIOTEPHBIX MPECTYIIIICHHI.
OcHOBHBIE TapaMeTPhl U YepThl THPOPMALMOHHON KOMIIBIOTEPHOI MpecTynHOCTH B Poccuu.
Komnbrorepusbiii Bupyc. OCHOBHBIE BU/IbI KOMITBIOTEPHBIX BUPYCOB.
MeTopl 3a1UTEl OT KOMIIBIOTEPHBIX BUPYCOB.
Tunel aHTUBUPYCHBIX MPOTPAMM.
3anUThl OT HECAaHKIIMOHUPOBAHHOTO JTocTymna. MneHTudukanus u ayreHTUPUKAIHS
I0JIb30BATENS.
OcHOBHBIE YTpO3bl KOMIIBIOTEPHOM 0e30macHOCTH Mpu padboTe B ceTn VIHTepHeT.
Buapl 3amumniaemoit nHbopmanmm.
I'ocynapcTBeHHas TaiiHa Kak 0coObIi BUJI 3aIIUIIAeMON HHPOPMAIIUH.
KondunenmumanpHas nadopmarusi.
CucremMa 3al1uThl TOCYJAPCTBEHHOMN TalHBI.
IIpaBoBOM peKUM 3aILUTHI TOCYAAPCTBEHHOU TAMHBI.
3amuTa HHTEJUIEKTYalbHOW COOCTBEHHOCTH CPEJICTBAMU MATEHTHOT'O M aBTOPCKOTO MpaBa.
MexayHapoIHOE 3aKOHOATEIbCTBO B 00JIACTH 3aIUThHI HH(OPMAIIHH.
[IporpammMHoO-anmapatHbie CpeIcTBa o0ecreueHnss HHPOPMaIMOHHON 0€30MacHOCTH B
MH(POPMALIMOHHBIX CETSX.
CuMMeTpHUUHbIe METOIbI IIU(POBAHMUS.
AcCHUMETpHYHBIE METOIbI ITU(PPOBAHMUS.
Kpunrorpaduieckue xem-GyHKIum.



29.
30.
31.
32.
33.

—

D

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

26.
27.
28.

DnexkTpoHHas U(POBast MOITUCH.

OpranuzannonHoe odecneueHrne NHHOPMAITMOHHON 0€3011aCHOCTH.
Cmyx0a 6€3011acHOCTH OpraHU3AIMH B OpraHU3aINH.

MeTo/b1 32U TH UHOOPMALIUY OT YTEUKH B TEXHHUECKUX KaHAIAX.
WuxeHepHas 3aluTa 1 OXpaHa 0ObEKTOB.

Ilepeuens 6onpocoé mexkyuiezo KOHmpoa
JoktpuHa nHGpOopManoHHOM 6e3omacHocTH Poccuiickoit dexepanuu.

Nudopmarnmonnas 6e30macHOCTh. J|OCTYHOCTB, IEJIOCTHOCTh M KOH(UIECHIINAIHLHOCTh

UH(OPMAIIMOHHBIX PECYPCOB.
Poccwuiickoe n 3apy0eKHOE 3aKOHOIATELCTBO B 001aCTH MH(DOPMAIOHHON O€30TaCHOCTH.

[IpaBoBble aKThl OOILIET0 HAa3HAYEHMS, 3aTPArHBAIOIIME BOIPOCH WH(GOPMAIIMOHHON

0€30I1aCHOCTH.

O030p MEXIyHAPOIHBIX W HAIMOHAIBHBIX CTAaHIAPTOB W crhenudukanuii B o0iacTu

nH(pOpMaIMOHHOM 0€30MaCHOCTH.

[omuTtuku OGe30macHOCTH. YPOBEHb T'apaHTUPOBAHHOCTU. JlOBEpEeHHAs BBIUMCIUTEIbHAS

6a3a. [lepumetp Oe3omacHocTu. Kiaccer 6e30macHOCTH.

OpraHu3alOHHbIE MEPOIPUSTHS, TIOBBIIIAIOIIME YPOBEHb MH(OPMALIOHHOM 0€30MaCHOCTH.
Br160p 3 (PeKTUBHBIX CPEICTB 3aIIHTHI.

Tunonorus KOMIBIOTEPHBIX BHPYCOB.

AHTHBUpPYCHOE TIporpamMmMHoe ooecrnieuenre. O030p U aHAIH3.

CereBble aTaki.

LentpanuzoBannsie DoS-ataku u DDoS-araku.

Mapmpyrtuzaropsl. [Ipokcu-cepsepsl. MexceTeBble SKpaHBbl.

[Tporpamma Outpost Pro.

Hacrpoiika mpaBuin 6e30macHOCTH OpaHaMay3poB.

DKOHOMHYECKas OTIeHKa HH(POPMAITMOHHON 0€301MacHOCTH.

AYIUT CUCTEM U CKAHUPOBAHHE YSI3BUMOCTEH.

Paznuynble apXUTEKTYphl C IPUMEHEHUEM MEKCETEBBIX IKPAHOB.
Kpunrorpadus. OCHOBHBIC TOHATHS U BHJIBI KPUTITOTPAPUIECKUX AITOPUTMOB.
HanexHocTh KpunTorpaduyeckoro ajaropuTMa 1 JIoOoBas aTaka.
CHUMMETPUYHBIE KPUIITOAITOPUTMBI.

KpunToanroputmsl ¢ OTKPBITHIM KIIFOUOM.

Anroputm RSA.

Xom-GyHKIUHA U TUPPOBBIE TIOIMHUCH.

IIporpaMMHO-TEXHMYECKOW Mepbl. Ponb ¥ MECTO NPOrpaMMHO-TEXHHUYECKUX
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.

ApxuTekTypHas 0€301acHOCTb.

Nnentudukanus u ayreHTHDUKAITIS.

DKpaHUPOBAaHUE, AaHAIIN3 3AIIUIIICHHOCTH.

Ilpumepvt mecmoegwvix 3a0anuii

MEp B

1. Bbizesiure OCHOBHBIE COCTABJSIOIIME HANMOHAJBHBIX HHTepecoB Poccuiickoii
®enepanun B UHPOPMAIUOHHOI cdepe:
a) 3ammty HWHPOPMAIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JOCTYIA, OOecleueHue
0e30MmacHOCTH UH()OPMALIMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX CUCTEM
b) 3akoHOZaTenbHOE 3aKpeIUIeHHEe NPUOPUTETa pa3BUTHUS HAIMOHAIBHBIX CeTe CBSI3UW U
OTEYECTBEHHOT'O MPOU3BOJICTBA KOCMUYECKUX CIIyTHUKOB CBSI3U
c) YcuieHue MpaBONPUMEHUTEIBHON AEATENBHOCTH (elepalbHbIX OPraHOB HCIOJHUTEIbHON
BJIACTH, OPTaHOB MCIIOJIHUTEILHOHN BJIACTH CyOBheKkTOB PD
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©)
10

d) Pa3Butue COBpeMEHHBIX HMH(POPMAIIMOHHBIX TEXHOJOTUH, OTEYECTBEHHOW WHIYCTPUHU
uHpOopMaIuu
e) ColOmrofeHne KOHCTUTYITMOHHBIX MPaB M CBOOOT YEIOBEKa U TPaKAaHNHA B 001aCTH MOMYYSHHUS
MH(pOpPMALIH U TTOJIK30BaHMS €10, 00ecTIedeHre JyXOBHOro 0OHOBNEeHMs Poccnn
f) PazpaboTka u BHeJpeHHE HAIMOHAIBHBIX 3ALUIICHHBIX CUCTEM JIEKTPOHHBIX IIATeXel Ha Oaze
MHTEIUIEKTYANIbHBIX KT, CUCTEM 3JIEKTPOHHBIX JICHET U JIEKTPOHHOM TOPrOBIIN
g) HudopmarmonHoe obecniedeHne rocyaapcTBeHHOM nomutrku Poccuiickoit deneparmmn
h) CoBepiieHCTBOBaHHE W PA3BUTHE €IUHOW CHUCTEMBI MOATOTOBKH KaJpOB, HCIOIb3YEMBIX B
obnactu nHdopmarmoHHoi 6e3omacHocty Poccutickoii denepamu
1. IIpoTokoJbl ceTH HHTEPHET — ITO:
a) PEeKOMEHJALNHU IO UCIIONb30BAHUIO CETU
b) mnpaBwmia nepenayn nakeToB HHGoOpMaALUU
C) MpaBuja JUIs MOJIb30BaTeNel M0 NCIOIB30BAHUIO CETH
3. RFC -»7ro:
pexomMeHaanuu g cetu MuTepHet
WHCTPYKIMU JUIs TToJIb30BaTeneil UHTepHer
I3 — 3T0:
mporpaMMa Jijisi CBSI3H JBYX yJIaJICHHBIX KOMITBIOTEPOB.
KOMIIBIOTEP, COEIUHSAIOINN CETH C PA3IMYHBIMU TPOTOKOJIAMHU.
yCTpOCTBO 0OMEeHa JaHHBIMU B IHTepHET
3amayu nporokoJa IP:
MOBTOPHAS OTIPABKa HEOCTABIIEHHBIX MAKETOB B ciiyyae cO0eB B paboTte
J0cTaBKa Bcel MH(pOpMaIMK MMOTydaTeto
aapecarus
KOHTPOJIb I1OCJIEI0BATEILHOCTH
MapIIpyTU3ALUS
pa3buBKa OOJIBIIMX TTAKETOB HA OJIOKH
CeteBas yruwinrta PING no3BoJaser:
IPOTECTUPOBATH Mepeaayuy MaKeToB XOCTY
IPOCMOTPETH MYTh MPOXOKIACHUS MAKETOB 10 XOCTa
y3Hath [P-agpec xocta
Ykaxure onacHble THIBI (ailjI0B-BJIOKECHUI:
xls b) pif c) ppt d) reg e) scr f) wma
OtmerbTe TUIIMYHBIE (PYHKIMH, KOTOPbIE BLINOIHSAET OpanaMayap (paiiepyoswi):
OO6ecneyeHune T0CTyNa ¢ KOMIBIOTEPOB JOKaNbHOU ceT B IHTEpHET
ObecrieueHre ONTUMAIBHON JTOCTAaBKU OT UCTOYHHUKA K MOJTY9aTEeII0
CoxaTHe JaHHBIX
Obecneuenye KOHTPOJIS M (PUIBTPAIIMM TAKETOB HHPOPMALIUU
3anuTa JOKaJIbHOM CETH OT BHEUIHETO A0CTYIa
OrpanudeHue J0CTyIa U3 JJOKAIBHON CETH K BHELIHEN
AHOHMMM3AIUS OCTYIA K Pa3IMYHBIM pecypcam
CoenuHeHue NMoAceTe ¢ pa3HbIMU MPOTOKOJIAMHU
KsmmpoBanue 1aHHBIX
Yka:kuTe NPUJI0KeHUsI, UMEKIIie BCTPOEHHbIE SI3bIKU NMPOrPaMMHUPOBAHUS:
Windows Explorer d) WordPad
Internet Explorer e) Adobe Photoshop
Microsoft PowerPoint

. Kakue NPOABJICHUA B TIIOBCACHHH KOMIIBIOTEpa MOIyT HABJATHCA CHUHMITOMaMH €ro

3apaKCHus:

a)
b)
c)
d)

V3meHeHue AJIMHBI W/ U 1aThl CO3JaHMsI IPOTPAMM;

3ame/JIeHHEe BBIIIOJTHEHUS IPOTpamMM;

HeoObsicHuMBIE 3aBUCaHUS WK TIepe3arpys3Ka CUCTEMBI;

[ToTepst pabOTOCTIOCOOHOCTH HEKOTOPBIX PE3UICHTHBIX IPOTPAMM WIIH JIPAiiBEPOB;
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e) ABapuiiHoe 3aBeplIeHHe paHee HOPMAIBLHO (PYHKIIMOHUPYIOUINX TPOrpaMM;

f) VYmenbenue o0beMa CHCTEMHON MaMATH WIJIM CBOOOHOM IMaMSTH TOCIIE 3arpy3KH;

11. Inst mosiyyeHus ynpaBJjeHUs] BUPYC 3alIMCbIBAET CBOIO I'0JIOBY B:

a) 3arpysounsie Mmoayiu (COM- , EXE- ¢aitnbn);

b) FAT

¢) MBR (Master Boot Record — rmaBHas 3arpy304Has 3auch);

d) COoitHbIii K1acTep

e) Monynu 6ubnuotex .DLL;

f) BAT-daiin;

g) @aiin-T0KyMEHTHI, CO3AaHHbIE MPUIOKEHUSAMU OOpaOOTKU JaHHBIX, KOTOPHIC IMOAICPKHBAIOT
paboTy Ha MaKpOs3bIKaX.

15. 3apauu nporokoaa TCP:

a) TIOBTOpHas  OTIpaBKa HEIOCTaBJIEHHbIX d) KOHTPOJb MOCIEI0BATEILHOCTH
[IAaKETOB B ciiyyae cO0eB B paboTe €) MapupyTHU3anusl

b) mocraBka Bceit HH(OPMAITMH MTOTyYaTEITHO f) pa3OuBKa OOJBIIKMX MMAKETOB HA OJIOKH
c) aapecauus

16. IIporokonbl IPX/SPX BX0OIAAT B CTEK MPOTOKOJIOB:

a) MHWuarepuer TCP/IP b) IBM/Microsoft c) Novell

17. Homep xocra B IP-anpece 3annmaer:

a) 1 Oair b) 12 6ur c) 16 6ur

d) Pasnoe wuucno Outr B 3aBUCHMOCTH OT KJIacca CeTH

19. Ykaxure 0e3onacHble THIIBI (DaiiJIOB-BJI0KEHUIH:

a) vbs b) mp3 c) rar d) jpg e) gif f) bat g) txt
20. Ykaxurte Bo3MokHbIe cOCTOAHUS AKTUBHBIX TCP u UDP-nopros:

a) NOT ACTIVE d) ESTABLISHED

b) LISTENING e) TIME WAIT

¢) WAITING FOR
21. Araka MoguduKanuy BKIKOYaeT B ce0s cieayomme JeiHcTBUA:

a) IloxcmymmBanue c) JloGaBieHue e) VYnmaneHue

b) 3amena d) Ilepexsar

22. Jluis npoBeieHusl HEeHTPATU30BaAHHBIX DoS-aTak ucmosb3yercsi IpOTOKOJI:

a) ICMP b) UDP c) TCP d) ARP

23. OT™MeTbTE TUIIMYHbIE QYHKIIUHN, KOTOPbIE BLINOJHAET MPOKCH-CEPBep:
a) Obecrnedenue 10CTyIa ¢ KOMIIBIOTEPOB JIOKabHOU ceTr B IHTEepHET
b) ObGecneyeHne ONTUMAIBHONU TOCTABKH OT UCTOYHHKA K TTOTYYaTEeITto
c¢) CxaTue TaHHBIX

d) OO6ecnedenre KOHTPOIS U GUIBTPALMH MTAKETOB WHMOpMAITUU

€) 3amura JOKaJIbHOM CeTH OT BHEUIHErO JOCTYyIa

f) OrpaHuueHue q0CTyIa U3 JJIOKATBLHON CETH K BHEITHEH

g) AHOHMMU3alLUA AOCTYIA K pa3IM4HbIM pecypcam

h) Coenuneune noaceTeit ¢ pa3HBIMHA MPOTOKOJIAMHA

1) KoammpoBaHue qaHHBIX

24. Ykaxute pe:kuMbl padoThl Opanamayspa Outpost:

a) OOyueHus d) ®onoBEHII

b) Pa3pemenne e) Urposoit

c) BuyrpenHei 3amuThl f) bBrnokupoBanme

25. Ykaxkute noautuxku oOpanamayipa Qutpost:

a) Urposas d) BrnokupoBanme g) 3ampeleHue
b) Pa3pemenne e) BHyTpeHHei 3anUThI

c) OrtkmoueHue f) OOyuenue

26. Kakue rpynnbl npujio:keHuii B Opanamayspe Qutpost cymecTrByror?

a) 3anpelieHHbIe c) JloBepeHHble

b) I'mobGanbubIC d) JlokanbHble
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e) Ilomp3oBaTenbCKU YpOBEHB

27. MozxHo i B OpanamMaydpe Outpost OTKIIOUHTD [T100aIbHOE IPABUJIO, He YIS ero?

a) Jla b) Her

28. Kakue ypoBHU TPEBOI'M CyIIECTBYIOT B IeTeKTOpe aTak OpanaMayipa Outpost?

a) Beicokuii. OmoBemenue 00 aTake oTOOpa)kaeTcsi Hake ecli OOHApYXKEHO eIMHUYHOE
CKaHUPOBAHMUE OJTHOT'O U3 BAaIlIUX MOPTOB.

b) Cpemnwmii. OnoBereHne 06 arake 0TOOpaXKaeTcs, €CIM MPOCKAHUPOBAHO 3-5 TIOPTOB

¢) OObrunbli. OnoBenieHre 00 aTake 0TOOpaXKaeTcs eciu MPOCKAaHUPOBAHO HECKOJIBKO MOPTOB MM
€CIM TPOCKAaHWUPOBAH OJIMH W3 TMOPTOB, KOoTophie, mo MHeHHIO0 Outpost Firewall Pro, oOwsranO
UCTIONB3YIOTCS JUISL aTaKH.

d) Hwmkwit. OnopertieHre 00 arake OTOOPaKACTCs TPH OOHAPYIKEHUH HECKOJBKFIX TTOTTBITOK ATAKH. )

29. Kakmue cymecTByoT MexaHu3Mbl Ha3HaYeHust DHCP IP-agpecoB?

a) CepBepHbIit d) ABTomMaTumyeckuii

b) JAunamuueckuit e) Pyunoii

¢) Kiuenrckuit
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VII. METOAUYECKUE YKA3ZAHUA JJ151 OBYUYAIOIIUXCA 11O

OCBOEHMIO JUCIIUITJINHbBI

[onoxxenne 00 nHTEpaKTUBHBIX opmax oOydenus (http:// www.rea.ru)
[Tooxenune 06 opraHu3aIuy cCaMOCTOATEIbHON padoThl cTyaeHToB (http://www.rea.ru)
ITonoxxeHne 0 peUTUHIOBOM CUCTEME OLICHKU YCIIEBAEMOCTH U Ka4eCTBA 3HAHUU CTYJEHTOB

(http://www.rea.ru)

[Tonoxxenne 06 yueOHO-uccenoBaTenbckoi padore ctyneHToB B ®I'6OY BO "POY um. I'.B.
[TnexanoBa" (http://www.rea.ru)

Bunx yueOHbIX 3aHATHH

Opr aHu3aluAa ACATCIbHOCTU CTYACHTA

Jlextms

Hammcanne KOHCHEKTa JIEKIHUiT: KPaTKO, CXEMaTUYHO, MOCIEOBATEIHHO
(UKCUPOBATh  OCHOBHBIC  IOJIOXKCHHsS, BBIBOJBI,  (HOPMYIHPOBKH,
0000IIeHNsI; TMOMEYaTh BAXKHBIC MBICIH, BBIICISATH KIIOUYEBBIE CIIOBA,
TepMuHbl. [IpoBepka TEPMUHOB, MOHATHI C MOMOIIBIO SHIUKIIONEIHN,
CIIOBapel, CIPaBOYHHKOB C BBIMUCHIBAHUEM TOJKOBAHUA B TETPalb.
OO003HaUUTh BONPOCHI, TEPMHUHBI, MaTepUal, KOTOPHI BBI3BIBACT
TPYIHOCTH, TIOMETHTh ¥ TIONBITAThCS HAWTH OTBET B PEKOMEHIYEeMOM
nurepatype. Ecnm camocrosTensHO HE ymaeTcs pa3oOparhCs B
Martepuaie, HeoOXomuMo  CcPOpMYyIHMpOBaTH  BONPOC W 3a1aTh
NpEToIaBaTei0 Ha KOHCYJIbTAUH, Ha PAKTHYCCKOM 3aHSITHH. Y IEJIUThH
BHHMAaHHE CIIeTYIONINM ITOHATHAM (TIepedrCIICHHE TOHATHI) U IIp.

[IpakTuueckue
3aHATHUS

[TpopaboTka pabouyeil mporpammsbl, yaemsisi oco0oe BHUMaHHE LENSIM U
3aadaM, CTPYKType U COJACPIKaHUIO MUCHUIUIMHBL. KOHCHIeKTHpoBaHHE
UCTOYHUKOB. PaboTa C KOHCHEKTOM JIEKIWH, MOATOTOBKA OTBETOB K
KOHTPOJIBHBIM  BOIPOCaM, IPOCMOTP PEKOMEHIYyEeMOW JIUTepaTyphl,
paboTa ¢ TeKCTOM (yKaszaTh TEKCT U3 UCTOYHHKA U 1p.). [IpocmymuBanue
ayauo- W BHUAECO3aMUCEd N0 3aJaHHOM TeMe, pEIICHHE pPacyeTHO-
rpaduUecKuX 3aJaHni, peleHne 3a1a4 1o aJropuTMy U Jp.

KonTponbnas pabdota /
WHAUBHyaJIbHbIE
3aJlaHus

3HAKOMCTBO C OCHOBHOM M JIOMOJHHUTEIBHOW JHUTEpPaTypoH, BKIOYAS
CIpPaBOYHbIC W3JaHUs, 3apyOe’KHbl€ HMCTOYHUKH, KOHCIIEKT OCHOBHBIX
MOJIO’KEHUH, TEPMHHOB, CBEJEHUH, TpeOyromuxcs g 3allOMHUHAHUS
ABIIAIOIIMXCS.  OCHOBONouslaratomuMu B 3To  Teme. CocTaBiieHne
QHHOTALMI K MPOYNTAHHBIM JINTEPATYPHBIM HCTOUYHUKAM U JIp.

KypcoBas pabota

KypcoBas pabora: n3yueHue HaydHOU, Yy4eOHOM, HOPMATUBHON M JAPYTOit
muteparypsl. OTO0Op HEOOXOIUMOTO MaTepHaia; GOPMUPOBAHHE BHIBOJIOB
U pa3paboTKa KOHKPETHBIX PEKOMEHJIAIMK 10 PEHICHUIO TMOCTABICHHOM
LEeNU W 3a/1a4M; MPOBEJCHUE MPAKTHYECKUX HCCICAOBAHHUHA 10 JTaHHOM
Teme. MeToauyeckne yKa3aHHs [0 BBINIOJHEHUIO TpPEOOBaHHU K
o(opMIIEHHIO KypCOBOIT pabOTHl HAXOIUTCS B METOJMUYECKUX MaTepHaiax
0 JIMCIHTUTHHE.

Henosas urpa

3HAaKOMCTBO C OCHOBHOW W JOTIOJHUTENBHOW JUTEPATYpPOW, BKIIIOYAs
CTIpaBOYHBIC H3/aHUS, 3apyOeKHbIE WCTOYHUKH, KOHCIIEKT OCHOBHBIX
MOJIO’KEHUH, TEPMUHOB, CBEJICHUM, TPEOYIOIUXCS 11 y4acTHs B JIEJI0BOM
urpe. BrinoaHeHne npeaBapyUTENbHBIX 3aJaHU MPENnoAaBaTeNsl C LENbI0
MOJTOTOBKU. JlejeHne Ha MUKPOTpYMIbl, paboThl BHYTPH MUKPOTPYTIIL.
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VIII. METOJIMYECKWUE MATEPHAJIBI, ONIPEAEJISTIOIINE
MPOLIEAYPHI OLIEHUBAHMS 3HAHUI, YMEHWI, HABBIKOB 1
(UJIN) ONBITA JESATEJBHOCTH, XAPAKTEPU3YIOIIMX DTANBI

®OPMUPOBAHMS KOMITETEHLIUIA

Dopmuposanue 6a11bHOU OUYEHKU NO OUCYUNTIUHE
«OcHoebl unghopmayuonnoit 6ezonacnocmur

B cootBerctBUM ¢ «llonokeHneM O PEUTHHIOBOWM CHUCTEME OILICHKH YCIIEBA€MOCTH U
Ka4yecTBa 3HAHWH CTYACHTOB B (hefiepalibHOM TOCyJapCTBEHHOM OO/KETHOM 00pa30BaTEeIbHOM

YUPEKICHUU BBICHIETO MPOPECCHOHATHHOTO 00pa30BaHM

«PoccHuiCKU >KOHOMHUYECKUN

yauBepcuteT umeHu [.B. [linexaHoBa» pacrpeneneHue 6amwioB, GOpMHUPYIOMNUX PEHUTUHTOBYIO
OLICHKY Pa0OThI CTYJEHTA, OCYIIECTBIIAETCS CIEAYIOINUM 00pa3oMm:

Bunpr pabot MaxkcuMaIbHOE KOJIMYECTBO OAJLIOB
BrimonnHeHne yueOHBIX 3a/IaHUi Ha ayIUTOPHBIX 20
3aHATUAX
Texymuit u pyOSKHBI KOHTPOJIb 20
TBOpUYECKUI PEUTHHT 20
[TpomexxyTounasi arrecranus (9K3aMeH/ 3a4eT) 40
UTOI'O 100

1. Texkyummuii py0e:KHbIN KOHTPOJIb

Pacuyer 6aisioB 1o pe3ynbTaTaM TEKYIIEro U pyOeKHOTO KOHTPOJIs B 4 ceMecTpe:

" KonaunyectBo
HaumeHoBaHue TeMbl, BBIHOCUMOii
®opma npoBeieHNs] KOHTPOJIA 0aJ1J10B,
Ha KOHTPOJIb
MaKCHMAJbHO

OOu1re cBeieHus O 3alIuTe [TucbmenHnas nomaunrssst pabora 2
nHpopManuu

3amura uHpopMaun B | IlucemenHas nomainss pabora 2
MH(OPMAIIMOHHBIX CUCTEMAax

Kpunrorpabudeckue MeToms! 3amuTe | | MCBMEHHAs JIOMAIIHss paboTa 2
uHpOpMaLUH TectupoBanue 4
Ocob6eHHOCTH 3aKTHl HH(QOPMAITUHU B [TuceMenHnas nomaisss pabora 2

IK TectupoBanue 4
[Tpo6nembl 321U THl HTHPOPMAIIUH B [TucemenHnas nomanissst padbora 2
cetax OBM TectupoBanue 2
NTOI'O 20

* - TectupoBaHHE CTYJEHTOB, KOTOPOE BKJIIFOUYCHO B MOIYIbHBIN Tpaduk yaeOHoro mporecca (padbounit
yueOHbIH [1aH) He 8K1I0Yaentica B KOTMYECTBO OAJIOB, OTBOAMMBIX Ha MPOBEICHHE TEKYILETO U PYOEKHOTO

KOHTPOJISL.

2. TBopueckuii peiTUHT

Pacnipenenienrie OayioB OCYIIECTBISIETCSl MO PEIICHUI0 METOIUYECKOW KOMHCCUU
Kageapbel W pe3yiabTaT pachpenesieHus OallyloB 3a COOTBETCTBYIOIIHME BHUILI palbOT
MPEACTABIAKOTCA B BUAC CJ'IG,Z[YIOH_Ieﬁ TaGHI/II_IBI

Koanuectso
HaumeHoBaHue pa3aena/ TeMbl JUCHUTINHBI Bupn padorsl
0aJ1J10B
Kpunrorpaduueckne MeTo bl 3aIIUTHI Pedepar 10
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nHpopmaruu

3amuTa nHGOpPMAIIH B Pedepar 10
WH(OPMAIMOHHBIX CHCTEMaX

HUTOI'O 20

3. IIpoMexxyToO4HaAsI ATTECTALMA
3ader Mo pe3ynbTaTaM M3ydeHUsl yueOHON AUCIUIUTHHBI «OCHOBBI HH()OPMAITHOHHON
0€30IaCHOCTHY MPOBOAUTCS YCTHO T10 BOIIPOCAM, BKIIFOYAIOIIUM TEOPETHUYECKUE BOIIPOCH.
HUroroBbiii  6aan  Qopmupyercs CcymMMuUpoBaHHEM OaUlOB 3a IPOMEKYTOUHYIO
aTTecTalMio ¥ OayyioB, HaOpaHHBIX Hepen arrecranuei. [IpuBeneHne cymmapHO OayuIbHOM
OLICHKH K YeThIpeXx0auIbHOH IIKaJie TPOU3BOAUTCS CIEAYIOIINM 00pa3oM:

Onenka o pe3ysbTaTaM 3a4eTa BbICTABIIAETCS UCXOS U3 CIEAYIOIUX KPUTEPHUEB:

® TEOpeTHYeCKHUe BONMPOCH — 1o 20 6ayioB KaXKIbIi;
B cirydyae 4acTU4YHO MPaBWIBHOI'O OTBETA HA BOIIPOC MUJIM PELICHUE CUTYallHOHHOM 3a1a4H,
CTYAEHTY HAauUUCIISIETCS ONpeeIIeMOoe IIPEnojaBaTeseM KOJIMYECTBO OaIoB.

HroroBeiii  6ann  ¢dopmupyercss CyMMHpPOBaHMEM OajUIOB 32 MPOMEXKYTOUHYIO
aTTecTalMi0 M Oa/uloB, HAaOpaHHBIX Iepe] aTTecTaluedl B KaXKJOM CEMECTpe OTIENIBHO.
[IpuBenenne cymMMapHoil OalbHONW OLEHKM K YETHIPEXOaJUIbHOM MIKale MpPOU3BOIUTCS
CJIEIYIOIINUM 00pa3oM:

IToxa3aTenn U KPUTEPUH OLCHUBAHUSA IVIAHUPYEMbIX Pe3yJIbTATOB OCBOCHUS
KOMIIETCeHIIUI M Pe3y/IbTAaTOB 00y4eHHUs1, IIKAJIA OLeHUBAHUS

100- dopmMupyemsbie
TpaaunuonHas pMHpy
oasIbHaS KOMIIeTEHITHH
YyeTbipexoaIbHAs Kpurepun oueHuBanust
cHCTEMA (MHAUKATOPBI
CHCTEMA OLIEHKH .
OLICHKH KOMIIEeTEeHIIM )

3HaeT BEPHO U B MOJHOM 00beme:

METOBI aHAIM3a UH(OPMAITHH O

(b yHKIIMOHUPOBAHUH CHCTEMbI BHYTPEHHETO
TOKYMEHTO000pOTa OpraHu3aIul

'YMeeT BEPHO M B IOJIHOM 00beMme:
MPOBOJUTH aHAIN3 MIPEIMETHON 001acTH,
TIK-11 BecTH 0a3bl JAHHBIX 10 PA3JTMYHBIM
MOKa3aTessIM

Bianeer HaBbIKAMM BEPHO M B MIOJIHOM
o0beme:

crioco0amu (hopMUpOBaHUS

COTJIMYHOY MH()OPMALIMOHHOTO 00ECTIEYCHHS YIaCTHUKOB
OpraHU3aIMOHHBIX IPOEKTOB

3HaeT BEpHO U B NOJHOM 00beMe:

MeTOAbI cOOpa HEOOXOAMMON HH(POPMAITUH
111 pacIIMPEHUs BHEIIHUX CBsA3eH M oOMeHa
OTIBITOM TIPU peaIU3aluy MPOEKT

'YMeeT BepHO U B NNOJIHOM 00beMe:
OpraHU30BaTh U MOJJEPKUBATH CBSZH C
JEJIOBBIMU ITApTHEPAMU

Bianeer HaBbIKAMM BEPHO M B IIOJIHOM
o0beme:

MeToJlaMu 0OOMEHa OMBITOM MPHU peaau3aluu

85-100
OaJIOB

I1K-12
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[IPOEKTOB, HAIPaBJIEHHBIX HA Pa3BUTHE
opraHu3anyu (IpeAnpHUsIThs, OpraHa
rOCYJapCTBEHHOT'O MJIM MyHHMLIUIIAIBHOTO
YIIpaBJICHUS)

70 — 84
OaJUI0B

«XOopouro»

IK-11

3HaeT ¢ He3HAYNTEIbHBIMHU 3aMeYaAHUSIMH
METObI aHATM3a UH(OPMAIHH O
(yHKIIMOHUPOBAHUHU CUCTEMBI BHYTPEHHETO
NTOKYMEHTO000pOTa OpraHu3aluu

YMeeT ¢ He3HAYHUTETbHBIMU 3aMeYaAHUSIMH
MPOBOJIUTH aHAIN3 IPEIMETHON 001acTH,
BeCTH 0a3bl JAHHBIX 110 PA3THYHBIM
MOKa3aTessIM

BiiaieeT HAaBbIKAMM ¢ HE3HAYHTEIbHBIMHU
3aMeYaHUsIMH:

crioco6amu (YOPMUPOBAHUS
MH(POPMaMOHHOTO 00€CTIeUeHNS YIaCTHUKOB
OpraHHU3allMOHHBIX ITPOCKTOB

ITK-12

3HaeT ¢ He3HAYHNTEILHBIMHY 3aMEeYAHUAMU
MeTOoAbI cOOpa HEOOXOAMMON HH(POPMAITUH
TUIS pacIIMPEHMs BHEIIIHUX CBsI3ed 1 0OMeHa
OTIBITOM TIPH PEATU3AIMH TPOEKT

'YMeeT ¢ He3HAYUTEIbHBIMH 3aMeYaHUSIMHU:
OpraHU30BaTh M MOJACPKUBATH CBSI3H C
NENIOBBIMU MTaPTHEPAMU

BJiageer HaBBIKAMM C HE3HAYHTEJIbHBIMHU
3aMeYaHHsIMMU:

MeToAaMH OOMEHA OIBITOM TPHU Peash3aIiuu
[IPOEKTOB, HAPABIICHHBIX HA Pa3BUTHE
OpraHu3amyu (MpeanpusaTHs, opraHa
rOCyIapCTBEHHOT'O WM MYHHUITUTIAIIEHOTO
YIIpaBJICHUS)

50 — 69
OaJIOB

«yAOBIETBOPHU-
TEJIBHO»

IK-11

3HaeT Ha 0a30BOM ypOBHeE, ¢ OIIMOKAMU:
METObI aHaIM3a HH(OPMALIUU O
(yHKIIMOHMPOBAHUHU CUCTEMbI BHYTPEHHETO
NOKYMEHTO000pOTa OpraHu3aluu

'YmeeT Ha 6a30BOM ypOBHe, ¢ OIIMOKAMU:
[IPOBOJIUTH aHAJIN3 IPEIMETHON 001acTH,
BECTH 0a3bl JAHHBIX 110 PA3IHYHBIM
MoKa3aTessiM

Baaneer Ha 6a30BoM ypoBHe, ¢ OIIMOKAMU:
crioco0amMu (hopMUpOBaHUS
MH(POPMALIMOHHOTO 00ECTIeYeHUs] YHaCTHUKOB
OpPraHU3alMOHHBIX IPOEKTOB

I1K-12

3HaeT Ha 6a30BOM ypOBHeE, ¢ OIIMOKAMU:
MeTOAbI cOOpa HEOOXOAMMON HH(POPMAITUH
U1l pacIIMPEHUs BHEIIHUX CBsA3eH M oOMeHa
OIIBITOM IIPH pEeATU3ALNH IPOEKT

'YMmeeT Ha 6a30BOM ypOBHe, ¢ OIIMOKAMU:
OpPraHu30BaTh U MOAJIEPKUBATH CBA3H C
JEJIOBBIMU ITApTHEPAMU

Bianeer Ha 6a30B0M ypoBHe, C OIIMOKAMM:
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METOAaMH OOMEHA OITBITOM IPH PeaTu3aliu
[POEKTOB, HAIIPABJICHHBIX HA Pa3BUTHUE
opraHuzanyu (IPeANpHUsITHS, OpraHa
rocyaapCTBCHHOTO UJIM MYHUIIUIIAJIIBHOTO
yIIpaBJICHUS )

MmeHee 50
OaJUI0OB

«HEY/I0BJIETBOPH-
TEIbHO»

IK-11

He 3HaeT Ha 6a30BOM ypoOBHe:

METObI aHaTH3a HH()OPMAITHH O
(yHKIIMOHMPOBAHUHU CUCTEMbI BHYTPEHHETO
NTOKYMEHTO000POTa OpraHH3aIuu

He ymeet Ha 6a30BOM ypOBHe:

MPOBOIUTH aHAIN3 MIPEIMETHOM 001aCTH,
BECTH 63.351 JAaHHBIX IO pa3JIMYHbIM
MoKa3aTeIsIM

He Bi1ageeT Ha 0230BOM YpOBHe:
crioco0amu (hopMUpOBaHUS
MH(POPMALIMOHHOTO 00ECTICYeHUs] YHaCTHUKOB
OpraHU3aIMOHHBIX TPOEKTOB

IK-12

He 3HaeT Ha 6a30BOM ypoOBHe:

MeTOABI cOOpa HEOOXOAMMON HH(POPMAITUH
711 pacIIMPEHUs BHEIIHUX CBsA3eH M oOMeHa
OTIBITOM TPU peaIU3aluy MPOEKT

He ymeet Ha 6a30BOM ypOBHe:
OpPraHU30BaTh U MOJJEPKUBATH CBSZH C
NIEJIOBBIMU IapTHEPaMU

He Bi1ageeT Ha 0a30BOM YpOBHe:
METOAaMU OOMEHa OIIBITOM IPH peau3aliu
MIPOEKTOB, HAMPaBJIECHHBIX HAa pa3BUTHE
opraHu3anyu (MIpeAnpHUsITHs, OpraHa
roCy1apCTBEHHOI'O WM MyHUIIUTIAIBHOTO

yIIpaBJIEHUS)
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Kapra o0ecneyeHHOCTH THCHHUILINHBI «OCHOBBI HH(POPMALMOHHOI 0€30IaACHOCTH»
Y4eOHbIMHU M3IAHUSMHU U HHBIMHA HHPOPMALMOHHO-0MOJIMOTEYHBIMHM pecypcamMmu

Kadenpa Toprosoro aejia u uHGOPMAUMOHHBIX TEXHOJIOTH A
OITOII BO no nanpa/jienuo noaroroBku 38.03.02 Menea:kmMeHT
YpoBeHb NOATOTOBKH 0aKajJIaBpuaT

bubamnoreka [TepMckoro HHCTUTYTA TMokasaTens o06ecIeYeHHOCTH
(punuana) POV um I'.B.Ilnexanosa KosmuecTso Yncen- CTY/ICHTOB JIUTEPATYPOIi:
Nen HaumeHnoBaHue, aBT! Brixoanblie 1aHHEL 3Ki:(’i)nﬂﬁp0(llﬂa HocTh = 1 (npy namrann 8 3bC);
. CHO e, op OJTHBIC [ € KOJINYECTBO nammame B OBC e e:lTIZ)e o) CTY/ICHTOB -
[ICHaTHBIX (na/uer), (me )p (aern.) =(xonoHkKa 4/ konoHka 7) (npu
9K3EMIIIPOB Haspanue DEC : otcyrcTBuU B OBC)
(mr.)
1 2 3 4 5 6 7 8
OcHoBHas JiuTepaTypa
1. | MenbHUKOB B. IL
WNudpopmanmonnas
0e30IMacHOCTh u 3ammTa
uHpopMaluu: yded. mocobue M. : Msnatensekiii na,
UL CTYA. YYPEXKICHUU BBICIIL. HEHTP «AKaZCMHsDY X 9BC X X 1.0
npod. obpazoBanuss / B. IL 2012, — 336 ¢ ’ «ZNANIUM» ’
MenpaukoB, C. A. KieiiMeHOB, ’ ’
A. M. Ilerpakos ; nox. pex. C.
A. KneiimenoBa. — 6-¢ u3n,.,
[DnexkTpoHHBIN pecypc]
Manrok A. A. BBenenue B
UH(POPMALMOHHYIO 1
0€30MacHOCTb: VYyebHoe M. Tob. IHHis 3E’C
2. | mocobue miast By3oB / A.A. - 1 op: X X X 1,0
Tenexom, 2011. - 288 c. «ZNANIUM»
Mamok, B.WU. Kopones, B.M.
®omuues; Ilog pen. B.C.
['opb6atoBa.
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JlomoJIHuTeIbHAS JIUTepaTypa

1. [Tapteika T. JI.

WNudopmannonnas
0€30macHOCTb: VYuebnoe | M.: ®opym, HUILL SI[]?’C
nocobue/Ilapteika  T.  JI., | UIHOPA-M, 2016. - 432 X «ZNANTUM>» 1,0
Ilomoe M. M., 5-¢ wu3n, | c.
nepepad. u J0m.
[DnexTponHbIii pecypc]|
2. [ITansrun B. ©.
Nudopmanmonnas Ia,
6e3omacHOCTh KoMIbloTepHBIX | M.: ]I ®OPYM: HUL] x 3BC 1.0
cucteM u cereli: Yuebnoe | MH®OPA-M, 2014. - 416 «ZNANIUM» ’
nocobue / B.®. lllanbrus. c.
[DnexTponHbIii pecypc]|
3. | I'pummna H. B.
Nudopmarnmonnas SH]?E:
6e3omacHocTh  mpeanpustus: | M.: @opym: HUL] X 1,0
Vue6noe mocobue / H.B. | HHOPA-M, 2015. - 240 ZNANIUM>
I'pummna. - 2-e u3g., Ao1m. C.
4. | bapanosa E. K.
Nudopmannonnas nia,
0e30MmacHOCTh u zamura | M.: U1 PUOP, HUIL] X 9BbC 1.0
uHpOpMaLUu: VYuebnoe | UTHOPA-M, 2016. - 322 «ZNANIUM» ’
nocobue/bapanoBa  E. K., | c.
Babam A. B., 3-e u3n. -
['pummna H. B.
WNndpopmanmonnas M. : DOPYM :
5. | 6e30MacHOCTh TMPEaIPHUATHUS NH®PA-M, 2017. —
yueb. nocobue / H.B. I'pummna. | 239 c.
— 2-e U3/, JIO1l.
6. | bapanosa E. K. M.: PUOP: UHOPA-M, X na, 1,0

34




WNndopmanmonnas
0€301MacHOCTb U 3aIuTa
uHpOpMaLUu: VYuebHoe
nocobue. / bapanoBa E.K.,
babam A.B. — 3-e wu3m,
nepepad. u JIo1I.

2017. —322c.

9BC
«ZNANIUM)»

bapuc K. 3amura or xakepos
OeCTIPOBOHBIX cerel
[OnexTponHblii  pecypc]  /
Kpuctnan bapuc, Tonu boyrc,
Honanen Jloning w gp.; mep. ¢
aHr. A. B. Cemenosa.

M.: Kommannsa AinTu;
JIMK Ilpecc, 2015. - 480

C.

Aa,
SbC
«ZNANIUM)»

1,0

Bcero:

IIpo

(peccuoHanbHBIEC 0a3bI JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

Ennnoe  okHo  goctyma K
o0pa3oBaTebHBIM pecypcam.
Paznen Mudopmaruka u
n(popMalMOHHbIE

TEXHOJOTHH -
http://window.edu.ru/catalog/?p_r
ubr=2.2.75.6

baza kuur u myonukarui
DIIeKTPOHHOMN OMOINOTEKH
"Hayka u Texnu-ka" -
http:// www.n-t.ru

Kpymnnuetinmmit Be6-cepBuUC 11
xoctuHra [T-npoekToB u ux
COBMECTHOH pa3pabOTKH-
https://github.com/

3aB.

kadeapou

/Kounuos 10.A./
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29.08.2016 .

CornacoBaHo:

3aB. OMOIIMOTEKON
29.08.2016 1.

/JTrobumosa J1.B./
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