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PaGouast mporpamma y4eOHON MUCHUIUTMHEI cooTBEeTCTBYeT TpeboBanusm @I'OC BO
no Hanpasyiennto 38.03.02 «MeHemKMEHT»

Jucnumraa «OcHOBBI HH(OOPMAIIMOHHONW 0€30IIaCHOCTH» BXOIAWT B 0a30BYIO 4aCTh JIUC-
[UIUIMH OakaiaBprara 1o HampasiieHnto moarotoBku 38.03.02 «MeHeHKMEeHT

Huctumumza «OcHOBBI HH(OPMAIIMOHHON 0€30MacHOCTH 0a3upyeTcs Ha BXOAHBIX 3Ha-
HUSIX, YMCHUSAX M KOMIICTEHIIMAX, MMOJYYEHHBIX CTYJCHTAMH B IPOLIECCE OCBOCHMS LIKOJIBHOM
IpOTpaMMbl cpeaHero (MOJIHOro) obmiero oOpa3oBaHus MO CIEIYIOMUM npeameram: «MaTtema-
THKay, «Pusukay, «MHpopmMaTuKay, a TakKe IpU YCBOSHMU NUCHUIUIMH OakanaBpuara «MH-
q)OpMaIII/IOHHBIe TEXHOJIOIuun», «I/IH(bOpMaIII/IOHHO-KOMMyHI/IKaIII/IOHHI)IG TEXHOJIOI'U».

N3zyuenne aucuuiuinHbl «OCHOBBI MHPOPMALMOHHOM 0€30IaCHOCTH» HEOOXOAUMO IS
JabHEHIIEro BeeHHs MPOGECCHOHATBHON IeATEIbHOCTH.

Ienv oucuunnunst

B pesynbrate m3ydeHust AUCUMIUIMHBI «OCHOBBI WH(MOPMAIMOHHON 0€30MacHOCTH» Y
oOyyaromuxcst GOpMHUPYIOTCS 3HaHUSA 110 OOIIMM BOIpPOcaM MH(OPMAIIMOHHON G€30M1aCHOCTH, a
TaKXKe 3amuTe HHPOopMauuu B HHYOPMAIIMOHHBIX CHCTEMax. B Kypce OCHOBHOE BHUMaHUE yJie-
JSIeTCS. U3JI0KEHUIO O0IIMX MOJOXKEeHUH MH(DOpMaMOHHONW 0€30MaCHOCTH U 3alUThI HH(pOpMa-
UM, MOJieJiell 0€301MacHOCTH, 3alUThl HHOpMAIMKA B HH(POPMAITMOHHBIX CHCTEMax, Ti00aib-
HBIX U JIOKaJbHBIX ceTsaXx OBM, nmepcoHaabHBIX KOMIIBIOTEPAX, KPUITOrpauuecKuX METOOB,
AHTHUBUPYCHOM 3AILMTHI.

3aoauu oucuuniumnbl:
- YCBOGHHME OCHOBHBIX MOHSTUN B 00J1aCTH HH()OPMALIMOHHON O€30MaCHOCTH;
- OBJIaZICHHE OCHOBAMH 3aluThl HHPOopMaruu. OCBOeHHE MPAKTUYECKUX METO/A0B 3alllUThl MH-
(OpMaMOHHBIX CHCTEM OpTaHHU3aIHH;
- IproOpeTeHne o0y4aroIUMUCS HaBBIKOB KBAJU(HUIMPOBAHHOW palbOThl ¢ KpurnTorpagpuye-
CKMMH METOJIaMH 3aIUThl HH(OpMaIum;
- IOJITOTOBKA OOYYaloLMXCs K MOcieayroed obpa3oBarenbHON M npodeccHoHaNIbHOM ses-
TEIBHOCTH;
- (hopMupOBaHHE JTOTMYECKOTO MBIIIJICHHUS.

TpeﬁoBa}mﬂ K pe3yJabTaTaM O0CBOCHHUSA COACPKAHUA NHCHUITIUMHBI

B pe3ynbraTe ocBOEHUS AMCHMILTUHBI JOKHBI OBITH CHOOPMUPOBAHBI CIEAYIONINE KOM-
TIETEHITNN

Bua nesitresibHOCTH: MHPOPMALIMOHHO-AHAJTUTHYECKAS

IIK-11-BnageHne HaBBIKAMU aHaTU3a HHPOPMALUU O (PYHKIIMOHUPOBAHUN CUCTEMBI BHYT-
PEHHEro J0KyMEHTO000pOoTa OpraHu3aIiy, BeJeHNs 0a3 TaHHbIX 110 Pa3IMYHbIM M1OKa3aTesaM 1
¢dopmupoBaHus HHPOPMAITMOHHOTO 00ECIIEYeHHs YYaCTHUKOB OPTaHU3AI[MOHHBIX ITPOEKTOB.

B pesynbrate ocBoenns kommnereninu [K-11o0yuatommuiicst TODKEH:
3HaTh: COCTABIAIONIME BHYTPEHHETO JOKYMEHTOOOOpOTa OpraHM3alliHi, METOJbl U MPUHLUIIBI
€ro OpraHu3alliK; COBPEMEHHbIE POrpaMMHbIE CPECTBA O()MCHOTO HaA3HAUYEHUS.
YMeTh: aHATU3UPOBATh BHEIIHIOI U BHYTPEHHIOIO HH(OpPMAIMIO, €€ BIUSHUE Ha (YHKIIHOHU-
pOBaHME OpraHU3aUY;



Baaners: HaBbIKaMU BEJCHHSI BHYTPEHHETO JTOKYMEHTOO00pOTa OpraHu3alliy; HaBbIKaMH pado-
ThI B COBPEMEHHBIX MPOTPAMMHBIX CPEJCTBaX O(hUCHOTO HA3HAUCHHUSL.

IIK-12 — ymenue opraHu3oBaTh U MOJJAEPKUBATh CBSI3U C JEJIOBBIMM MAapTHEPAMH, UC-
MOJIB3YS CUCTEMBI cOOpa HeoOXoAMMOM MH(pOpMAIMK IJI PACIIMPEHUs BHEIIHUX CBs3eU U 00-
MEHA OIBITOM IIPH PEAIN3aLUU IPOSKTOB, HAIIPABIEHHBIX HA Pa3BUTHE OpraHU3aLuu (Ipearnpu-
ATUS, OpraHa TOCYAapCTBEHHOTO MM MyHUIIUTIAILHOTO YIIPABICHHS).

B pesynbrate ocBoenus komnerenuu [1K-12 obydaromnuiicst 1oKeH:
3HaTh: MeTOIbI cOOpa HEOOXOAUMOM HH(POPMAIIUHU IJIs PACIIMPEHUS BHEIIHUX CBA3EH U OOMeHa
OIIBITOM IIPH peaTu3aliK POEKT.
YMeThb: OpraHu30BaTh U MOAJIEPKUBATH CBS3U C JICTIOBBIMU MTAPTHEPAMH.
Buaaners: MeTogaMu 0OMEHa ONBITOM IPU peaIn3alui POEKTOB, HAIIPABJICHHBIX HA Pa3BUTHE
opranuzanuy (IpeanpusaTHs, OpraHa rocy1apCTBEHHOTO WM MYHHIIMIIATBHOTO YIIPABJICHUS). .

Conep:kaHue pa3aesioB TUCIHUTIHHBI

Tema 1. O6mue cBenenust o 3amure nHGopManun

HauuonaneHble nHTEpechHl U 0e3omacHocTh. OcHOBHBIE yrpo3bl 6e3omnacHocTd Poccun. Uudop-
MalroHHast 6€30MacHOCTh. JKU3HEHHO BaKHBIE MHTEPECH! B MH()OPMAITMOHHON cepe U yrpo3bl
uM. Mudopmannonnas BoitHa. MHpopmanmonHoe opyxwue. [IpHHIMIIBI, OCHOBHBIE 33Jayd U
¢ynkuuu obecrnieueHns HHGHOPMAITMOHHOK Oe30macHOCTH. DYHKIIUN TOCYIapCTBEHHON CUCTEMBI
1o obecneuyeHn0 HHPOpPMaMOHHON Oe3omacHocTH. OTBETCTBEHHOCTD 33 HapyIllEeHUE 3aKOHO/1a-
TEJIbCTBA B MH(OPMAIIMOHHOH cdepe.

XapakTepuCTUKU MH(pOpMALMU. YTPOo3bl 3alUIIEHHOCTH MHpOpMaLuu. 3auura UHPOpMaLuu.
3amaun 3amuThl UHGOpManuu. OCHOBHbBIE IPEIMETHBIE HAIIpPaBJICHUS 3aIIMTHl MH(OPMALIUU.
[Tpumeps! crioco6oB 3amuThel HHPopManuu. CTaHAapThl B 00JACTH 3alUThI HH(OPMALIHH.

Tema 2. 3amura naopmanun B ”HGOPMALMOHHBIX CHCTEMAX

[Tpenmer u o0bekThI 3auuThl HHPopMmalu B C. HanexHocts nHpopManuu. Y S3BUMOCTh HH-
dopmanuu. DnemMeHTsl 1 00bekTh 3amuThl B UC. [lecrabunusupytomue gaxropsr UC. Ipuun-
HbI HapyuieHus ueiaoctHoctd uHpopmaruu (ITHI). Kananel HecaHKIIMOHUPOBAHHOT'O MOJTy4e-
Hus uaopmarun B UC (KHIIN). [Ipennamepennsie yrpossl 6e3onaciocty MC. OyHkium u 3a-
Ja4y 3aiuThl HHPopMmauu. MeToasl U cpeacTsa 3amuTsl MHGopmanuu. [lonreepxxaenue mnoa-
JIMHHOCTH TI0JIb30BaTENIEN U Pa3sTpaHUYEHUE UX JOCTYIA K KOMIIBIOTEPHBIM pecypcaM. KoHTpois
Jnoctyna K anmnaparype. Mcnonb3oBanue npoctoro naposs. Mcnons3oBaHue TUHAMHUYECKH W3-
MEHSIIOILErocst mapoisi. MeTo/ipl UASHTU(UKAUMN U YCTAHOBJIEHUS MOJUIMHHOCTH CYOBEKTOB U
00bekToB. CBOEBpEMEHHOE OOHApPY)KEHHE HECAaHKIIMOHUPOBAHHBIX JIEHCTBUM IOJIh30BaTEINEH.
OO1ume cBeieHNs: 0 KOHTPOJIe HH(OPMAIIMOHHOM 11€T0CTHOCTH.

Tema 3. Kpunrorpaguyeckune MeToabl 3a1IUTHI HHGOPMALUK

MeTtoapl kpunrtorpaguueckoro mpeodpazoBaHus AAHHBIX. DJIEKTPOHHas LUGPOBas MOAINKUCH.
[Tpobnembl peanu3zanuu MeToA0B Kpunrorpaduueckoi 3ammrsl B UC. XapakTepuCTUKU KpHII-
TOrpapuuecKuX CpPeCTB 3aLIUTHI.

Tema 4. OcodennocTu 3ammTel HHGopmanuu B ITK.

CrangapTtel MHGOPMAMOHHOH Oe3onmacHocTH. 3amuta B cpegax Windows. Knaccuduxanms
KOMITBIOTEPHBIX BUPYCOB. CpencTBa M crmocoObl 3anmuThl uHMopmaruu. KaHanel 1 mpUYUHBI
yTE€UKH UH(OpMAIIH.



Tema 5. IIpo0sembl 3amuThl HHPopManuu B cetsix IBM

[enn, pyHKIMM U 3a1a49u 3amuThl HHGopMaluu B ceTsix IBM. Tlonsatue cepBucoB Oe30macHo-
ctu. Mexaynapoansie ctanaaptbl X.800 u X.509. Metoas! 1indpoBoil MOANMUCH TaHHBIX, TIEpe-
JlaBaeMbIX B ceTd. [Ipumep cUCTEMBI 3alUThI JIOKAIbHOM BBIYMCIUTEIBHOW CETH. MexceTeBbie
sKkpanbl — Opanamayspsl (FireWall). TIpokcu (Proxy) cepsepst

O0beM qucuuruHel 43.€. [ 144 qaca.
Ilpomesicymounas ammecmayus 6 4 cemecmpe — 3a4eT.
Cemectp —4

Pazpabortunk: Uneun B.B., K.T.H., 1o1ieHT Kadeapsl TOproBoro jaeia ¥ HHHOPMAIIMOHHBIX TeX-
HOJIOTHUU



