AHHOTanus pabodeil mporpaMMBbl TUCITUTUTHHEI
b51.B.J[B.02.02 «Ocrosbl un@opmayuonnol 6e30naciocmiLy
Hanpasnenue noarotoBku
38.03.06 Topeosoe deno npodunrv Kommepyus

Pabouast mporpamMmma ydeOHON TUCHUIUIMHBI COOTBETCTBYET TpeboBanusM OI'OC BO mo
Hanpasienuto 38.03.06 «Topeosoe denoy.

1. Mecto aucunmimmabl B ctpykrype OITIOIL.

Jucuumnuaa «OCHOBBI MHPOPMAIIMOHHOM 0€30MacHOCTH» OTHOCHUTCA K BapHAaTHBHOMN
qacTh y4eOHOrOo TIaHAa W SBIISACTCS JIUCHUIUIMHONW 1O BBIOOpY 1o HampasieHuto 38.03.06
«Toprosoe aeno».

2. Hear um 3agaud JUCHUIUVIMHBI, TPeOOBaHUsI K Ppe3yJbTaTaM OCBOEHUSsI
AUCHUILINHBI.

Means AMCHUNIIMHBI:

Henpto  mucuurminabl  «OcHOBBI  MHGOPMAIMOHHONW  0€30MaCHOCTU»  SIBIISETCS
(dbopMUpPOBaHKE y CTYICHTOB 3HAHUI 1O OOIIMM BOIpPOCaM HH(POPMAIIMOHHON 0e30MmacHOCTH, a
Takke 3ammre uHpopmanuu B WH(MOPMALMOHHBIX cHCTeMax. B Kypce OCHOBHOE BHHMMaHUE
yICNSETCS W3JIOKCHUIO OOMIMX TIOJOKEHUH WHOOPMAIMOHHONW O€30MacHOCTH W 3alTUThI
uH(popMaluu, Mozeneil 6e30macHOCTH, 3alUThl HHGOpMaud B MHGOPMAIIMOHHBIX CHCTEMaX,
MIOOANBHBIX M JIOKATBHBIX ceTAX DOBM, MepCOHANBHBIX KOMIBIOTEPAX, KPUITOTPAPUICCKUX
METOJIOB, aHTUBUPYCHOM 3aIlIUTHI.

YueOHble 321241 JUCHUTIMHBI:

3aja4yamMy TUCUUIUIUHBI SIBJISIFOTCS:

— YCBOEHHUE OCHOBHBIX MOHATHH B 00J1aCTH HH(POPMALIMOHHOIN 0€301MacHOCTH;

— OBJAJICHHE OCHOBaMH 3aliuThl uHpopManuu. OCBOEHHE MPAKTUYECKHX METOOB
3alIUThl HH(OPMALIMOHHBIX CUCTEM OpraHU3aluH;

—  [puOOpeTeHHe  CTYAEHTaMH  HAaBBIKOB  KBaJU(UUMPOBAHHOM  paldoTHl ¢
KpUNTOrpaguuecKMMHU METOAAMH 3AIIUTHI HHPOPMALIUY;

— TOATOTOBKA CTYAEHTOB K TOCIEAYyIOIIeH oOpa3zoBaTeabHON W TpodeccHoHaTbHOM
JESTEIILHOCTH;

— (popMUPOBAHUE JIOTHYECKOTO MBIIUICHUS.

Huctunnuaa «OcHOBBI MH(OpMAIMOHHOW 0Oe30macHOCTH» Oa3upyeTcss Ha BXOJHBIX
3HAHMSIX, YMEHUSX U KOMITETEHIIUIX, TOMyYEHHBIX CTYJCHTaMHU B TIPOIECCE OCBOCHHUS MIKOJIHHON
nporpamMmbl  cpefiHero (MOJTHOro) oO0miero o00pa3oBaHUs MO CIEAYIONIUM IpeAMETaM:
«Marematukay, «®uzuka», «MHbpopmatrkay, a TakKe IpU YCBOCHUH TUCIUILIMH OakanaBpuaTa
«MuadpopmanioHHbIe TeXHONIOTHHY, «H(MOpPMAIMOHHBIE TEXHOJOTHH B MPOQPECCHOHATBHON
JESTEILHOCTH.

JlJis yCHemHOro OCBOEHUs TUCIHUILINHBI «OCHOBBI MH(OPMAIIMOHHONW 0€30MacHOCTHY,
CTYJIEHT JIOJIKEH:

3HaTh: CYITHOCTH HH(GOPMAITMOHHBIX MTPOILIECCOB M UX B3aUMOCBSI3H.

YMerh: NIPUMEHATh MAaTEMAaTUUECKUI anmnapaT Mpu UCCIETOBAaHUHN TPOLIECCOB.

Baagerb: HaBbIKaMM  UCIOJB30BAaHUSL COBPEMEHHBIX TEXHUYECKUX CpPEICTB U
MH(OPMALIMOHHBIX TEXHOJIOTHH JIJIsl pelIeHtsl MPOOIEMHBIX CUTYalUH.

N3ydyenne aucuunianabl «OCHOBBI MHGOPMAIMOHHON 0€30IacHOCTH» HEOOXOIUMO st
JanbHEHIIero M3y4eHus JUCHMIUIMH: «AYAWT TOProBBIX omepanuit»y, «Opranuzanus



KOMMEPUYECKON JeATeIbHOCTH B WHEMPACTPYKType phIHKa», «be30macHOCTh OpraHm3alil B
chepe KOMMEpITUNY.

TpedoBanus K pe3yibTaTaM 0CBOCHHS COACPKAHUSA AUCHUIIMHBI:
B pesynbTaTe OCBOCHHSI TUCIUIUIMHBI JOJDKHBI OBITh C(HOPMHPOBAHBI CIICTYIOIINE
KOMITETECHIIUHU:

OIIK-1 - cmocoOHOCTBRIO —pemiath CTaHAAPTHBIE 3aJadyd  MpodeCcCHOHATBHOMN
JeSITeIbHOCTH Ha OCHOBE MH(OPMAIIMOHHON 1 OMbIMorpaduieckoil KyabTypsl C IPUMEHEHHEM
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH M C YYETOM OCHOBHBIX TpeOOBaHUM
UH(POPMALIMOHHOHN 0€30MaCHOCTH.

B pesynbrare ocBoenns kommnerennu OIIK-1 cryneHT moymkeH:

3HaTh: MecTO MHPOPMALTMOHHOW OE30MaCHOCTH B CUCTEME HAIlMOHAJILHON 0€301acHOCTH
cTpanbl. JKU3HEHHBbIE IUKIbl KOH(HIeHIMaNbHOH WH(GOpMalMu B MPOLECCE €€ CO3/JaHuf,
00paboTKu, Iepeayu.

YMerh: Kiaccu@UIMPOBATh 3aMIMIIAEMYI0 MHPOPMAIUIO MO BUAAM TalHbBI, CTETICHAM
KOH(UICHIIMAILHOCTA U OCHOBHBIC YTPO3bI O€30MMACHOCTH HH(DOPMAIIHH.

Bianers: COBpeMEHHBIMH CpElICTBAaMU U crocobaMu obOecrieuyeHus: HHPOPMAIIMOHHON
0€30MacHOCTH B OpraHU3alMKA U COOTBETCTBYIOLIUM MTPOTPAMMHBIM 00ECIICYECHUEM.

3. Conep:xxaHue AUCHUIJIMHBI (COAep:KaHUe Pa3/lejioB TUCHMILUIMHBI, pa3iesibl
AUCHUILUIMHBI ¥ MEXKIUCHUILUIMHAPHBIE CBSI3M ¢ ofecrneynBaeMbIiMH (MOCJIEeAYIOIIMMH)
AUCHMILIMHAMH, Pa3/eJibl JUCHHUIIMHBI U BUAbI 3aHSATHIA).

Tema 1. OGmue cBeneHus 0 3amuTe HHPOPMAIIHH.

Hanuonanenele uHTEpecsl U 0ezomacHocTb. OcHOBHBIE yrpo3bl Ge3omacHocTd Poccuu.
WNudopmannonnas 6e3omacHocTh. JKU3HEHHO BaKHBIC MHTEPECH B HHPOPMAIIMOHHOW cdepe n
yrpo3bl uM. MuHdopmanmonnas BoiiHa. MHdopmanuonHoe opyxwue. IIpuHIMNBL, OCHOBHBIE
3a1aun U GyHKIHUU obecrieyeHns nHGOpMaMOHHON O6e3onacHoCTH. DYHKIIUN TOCy1apCTBEHHON
CHCTEMBI 110 obecneueHN0 MHPOPMaMOHHON O6e30macHOCTH. OTBETCTBEHHOCTh 3a HapYILICHHUE
3aKOHO/IATENbCTBA B MH(GOPMAIIMOHHOH cdepe.

XapakTepuCTUKUH HMHGOpPMALUU. YTpo3bl 3aAIUMIIEHHOCTH HWHpOpMauuu. 3amura
uHpopManuu. 3anaun 3auUThl UHQopMaru. OCHOBHBIE NPEIMETHBIE HAIIPaBJICHUS 3aIUThI
uHpopmauuu. [Ipumeps! crnocoboB 3amuTsl MHMopMaruu. CTaHIapThl B 00JACTH 3alMUTHI
uH(pOpMaLIHH.

Dopmupyemvie komnemenyuu.: OIIK-1.

Tema 2. 3amuTa nHpopmanuy B ”HPOPMALMOHHBIX CUCTEMAX.

[Ipenmver u o00bexTsl 3amuThl HHPopmanmuun B WMC. HanexnocTs uHQOpMaIuu.
Vsa3BuMocTh HMH(pOpMarmu. neMeHTsl U o0bekThl 3aumthl B MC. [lecrabunmmsupyromue
¢akroper WC. Ilpuumnsl Hapymenuss uenoctHoctd wuHdopmanuu (ITHIW). Kananel
HEeCaHKIMOHMpoBaHHOTO mnonydeHus uHpopmammu B MC (KHIIN). [IpennamepeHHbie yrpo3bl
6e3omacHocty MC. @yHKkuMM M 3a1a4M 3alIMThl MHPopManuu. MeToabl U CpeAcTBa 3allUTh
uHpopmanuu. [ToaTBepxaeHne NOUIMHHOCTH MOJb30BaTeled M pa3rpaHUuYeHUE MX JIOCTYyNa K
KOMIIBIOTEPHBIM pecypcaM. KoHTponb noctyna k anmapatype. Mcmonb3oBaHHe NPOCTOTO
napoiisi. Mcnonb3oBaHMe AMHAMHUYECKH M3MEHSIOLIErocs mapoiisi. MeToasl UASHTU(PHUKAIMA U
YCTAaHOBJICHUSI TIOJJIMHHOCTH CYOBEKTOB U 00BekTOB. (CBOEBpeMEHHOE OOHApYKEHHE
HECAaHKIIMOHMPOBAHHBIX ~ JIEHCTBHI  mosib3oBaTeneil. OOmme CcBeleHUs O  KOHTpoJe
MH(OPMAaLIMOHHOMN I[EJIOCTHOCTH.

Dopmupyemvie komnemenyuu: OIIK-1.

Tema 3. Kpunrorpaduueckrne METO/IbI 3aLUTH UHHOPMAIIIH.



Metoapl kpunTorpapuueckoro mnpeoOpa3oBaHUsl JNaHHBIX. OJEKTpOHHAs uudpoBas
noanuchk. [IpoOiembl  peanu3anuu  METOAOB  KpunrTorpadgudeckoit 3ammutel B HC.
XapaKkTepUCTUKU KPUNITOTPAPUIECKUX CPEJICTB 3AIUTHI.

Dopmupyemvie komnemenyuu. OIK-1.

Tema 4. Ocobennoctu 3amuTthl nHGOopmaruu B [1K.

Crannmaptel  uHpOpPMAUMOHHOM  Oe3omacHOCTH. 3ammra B cpegax — Windows.
Knaccudukanus koMmnblOTepHBIX BHpPYcOB. CpencTBa W CrmOCOOBbl 3alIUThl HWH(OPMALIUU.
Kanasne! ¥ npuauHbI yTeYKH UHPOPMAITUH.

Dopmupyemvie komnemenyuu. OIK-1.

Tema 5. [IpoGaemsl 3amuTel nHGOpMaIuu B ceTsx DBM.

Henu, gynxmun u 3amaum 3ammthl nHGopMmanuu B ceTsix OBM. Ilonsrue cepsucoB
6e3onmacHocTd. MexayHapoanbie crangaptel X.800 u X.509. Meroapl mu¢poBOl MOANUCH
JIAaHHBIX, TlepeAaBacMbIX B ceTh. [IpuMep cUCTEMBI 3alIUThI JOKATHHON BBIYUCIUTEIHLHONU CETH.
MexceTeBbie 3kpaHbl — OpanaMaylpsl (FireWall). IIpokcu (Proxy) cepBepsl.

Dopmupyemvie komnemenyuu. OIIK-1.

O0beM qucuMIUIMHEL: 144 yaca/ 4 3.e.
®opMa NPOMEKYTOYHOTO KOHTPOJIS: 3aUeT.
Cemectp 5.

Pa3paboruuk: - KaHIUAAT TEeXHUYECKUX HayK, JOLEHT Kadeapsl
Toprosoro xena u nHGOpPMAMOHHBIX TexHONorui, Misna B.B.



